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Guide for Engaging Clinicians

Clinicians play a major stakeholder role in the development and successful operation of health information exchange (HIE) initiatives.  Survey data from the 3rd Annual eHI Survey of Health Information Exchange initiatives reveals that engaging clinicians is regularly identified as a very difficult challenge by 20 percent of HIE initiatives and as a moderate challenge by 62 percent. However, our work with communities has shown that attention to the following concepts can be critical in successful engagement of clinicians in HIE.

Ten Tips in Working With Physicians

1. Involve physicians when prioritizing functions.
As the long-term success of an HIE initiative is usually predicated by regular access to information by the local healthcare providers, discussion with them is vital when determining the priority of functions to be implemented. 
Interviews of a spectrum of members of the clinical team, including practice managers, can be used to identify and rank data elements that would contribute to making better health decisions. The primary goal of qualitative interviews is to collect as much information as possible around the perceived value of electronic data interchange. 
Prioritizing functions to be implemented should be determined locally. Most communities choose to prioritize the implementation of system functions consistent with value to clinicians, alongside functions that offer the ability to reduce errors and improve efficiency. 

2. Understand that HIE data access, usability and work flow is where the rubber meets the road.
The Clinical Value Equation for HIE functions is defined as: 
Value = Reliable + Relevant + Workflow

Successful applications and services offered through HIE provide value if the information is reliable in terms of consistent access and consistent location of results, accurate information presented, and information that is relevant to clinical decision making. The applications ideally should be integrated into the clinical workflow and not require cumbersome or separate log-ins or look-up of information. Push technology should be used whenever possible and presented at the point of clinical care for the patient.

3. Use the right language when speaking with physicians and understand  the role of peer influence/physician champions.
The role of messaging to physicians and peer influence cannot be understated as a critical factor for success in engaging clinicians. Part of the messaging and peer influence process is the use of a physician champion.  In addition to identified physician champions, there is tremendous influence realized with “unofficial” strong supporters that became the strong network for physicians throughout the community.  
Application usage directly corresponds with clinician recognition of value. Identifying a clinician champion helps obtain clinician buy-in and trust, from the onset of the HIE project and longer-term through implementation and operations.
Successful communication strategies include the following factors:
1. Use physicians as presenters.

2. Physician presenters should be practicing clinicians (either primary care or specialty practices).

3. Use a collaborative approach with organizations already invested to generate an audience.

4. Consider the target group--early vs. late adopters, size of group, time of day.  
Offer CEU credits. 
5. Privacy and security concerns should be addressed in the messaging. Messages regarding the promise, challenges and safeguards related to HIE must be developed and adapted as part of the region’s/state’s health policy landscape. 
Factors which inhibit initial early communication success include:

1. Technology-based presentations which do not catalyze discussion with physicians.

2. Complex presentations including a myriad of e-prescribing hurdles and options.

4. Take an incremental  approach.
Incrementalism should be accepted early as an approach to introducing physicians to HIE. From both a funding and human capital resource management perspective, it is clear that neither a sub network organization nor the National Health Information Network can implement their complete “wish lists” in less than 12 months. 
Ideally, the health information exchange project should be a narrowly defined application that the community can embrace and which can be accomplished in one year.  A broader scope might lose critical momentum and the window of opportunity for stakeholder enthusiasm and support. Know that the attention span for keeping interest of physician stakeholders is short; recognize that everything will take longer than anticipated, even with willing participants.  

Anticipate that the timing of getting physicians together both with respect to readiness and availability is extremely difficult.  Challenges include fitting into their existing meeting structure and around patient visits, contract negotiation, and paperwork.  Interfaces take time and capacity on both the practice side and vendor side.
5. Recognize and appreciate the importance to physicians of trust and privacy in data use and to the physician–patient relationship

The legal risks regarding privacy may create barriers to success and even cause the project to fail. Privacy and security will be ongoing issues and reinforcing patient consent or notification remains critical to the roll out of a broad-based HIE. Engaging physicians early in the discussions on privacy and security will enhance their trust.  If the HIE earns the trust of the physicians this will be communicated to their patients during medical encounters and increase community support for appropriate and secure mobilization of health information. However, like any other relationship based on trust, inadvertent releases or misuse of data could lead to circumstances where trust cannot be regained.
The following methods can be used to foster trust: 

1. Be inclusive in the planning process and involve all relevant stakeholders.
2. Develop a culture that supports input, feedback and adaptation to change (new information), and work hard to acknowledge and validate the input.  This will provide the consistent (predictable) framework that allows individuals to gain comfort and become more disciplined when facing multi-dimensional issues like patient consent, privacy, and security. 
3. Create a pro-active communication strategy guiding the HIE initiative.  Messages regarding the promise, challenges and safeguards related to HIE must be developed and adapted as part of the region’s/state’s health policy landscape.
4. Develop a principle to never reduce access to information from those who currently have rightful access.
5. Maintain openness and transparency in business operations. 
6. Be educated about HIPAA and other applicable federal and state laws and regulations, and be ready to offer realistic and reassuring solutions to privacy and security questions.  Do not assume that if a project is HIPAA compliant it will satisfy state privacy requirements. Include time in the project plan to carefully analyze the implications of state privacy and insurance regulations governing data access and holder obligations and to react to workflow changes that must be made to comply with these regulations.  
7. Gain community consensus early to define acceptable community standards and guidelines. Make it clear to all parties that privacy and security must encompass all state and federal laws and requirements. 

8. Solve problems publicly and rapidly and be open and honest when problems are intractable.

9. Develop clear understandings early among potential data providers for adhering to regulations protecting certain classes of personal health information.

5. Anticipate common clinicians’ concerns.
Focus groups with practicing clinicians have revealed the top concerns of practitioners regarding data and HIE.  The major barriers identified across the groups were security, cost, and physician resistance to transferring records from paper to electronic records.  

In addition, primary care physician worry about liability (for themselves, as well as for their liability for other physicians’ diagnoses or misdiagnoses); whether there would be one uniform system for all to adopt; what standards would be implemented; and who would set these standards for the exchange.  

The following comments from clinicians are typical concerns you can expect to hear:

· “The potential for abuse has me worried. Patients may have data used in many ways against them. Data could be used to sue physicians more easily by lawyers.”

· “Concerns: security of information, cost, liability of physicians, how would this information be used?”
·  “The cost and upkeep, and the extra time and money and man-hours it would likely require on my and my staff’s part, for in comparison, a little more information, but not any better reimbursement on my part for providing better healthcare.”
6. Deal with clinicians’ concerns about program cost and improved efficiency early on.
Potential cost to the clinician via decreased efficiencies in seeing patients or needing to add staff to gain functionality of an HIE will create roadblocks to engaging clinicians. It is important to tailor messages to clinicians to communicate the improvements in clinical care and efficiency that can be gained from electronic HIE.  

HIE efforts deliver information and services to support care delivery in clinical settings. Efficient delivery of clinical information and physician access to test results, care summaries, and medication histories allows clinicians to focus more on patient concerns and integrate critical information at the point of care. It optimizes patient interviews and provides physicians with more complete information to make care decisions.  Use of electronic clinical messaging for delivery of test results and consultations eliminates delays formerly encountered between test completion and receipt of results in the physician office. With abnormal results, days of patient waiting can be saved when further diagnostic or treatment decisions are necessary. In order for clinicians to realize this value of HIE it is vital to use the concepts of the Clinical Value Equation--relevance, reliability, and workflow--when creating applications.

HIE helps all physicians--even those without their own electronic medical record system. Eighty-six percent of initiatives surveyed in 2006 have an approach in place which provides access to providers that have electronic health records (EHRs). 
In addition, 83 percent of those surveyed provide access to providers who do NOT have access to EHRs. Access to critical information such as medications, allergies, diagnosis and care summaries, as well as test results, through a portal provided through an HIE can offer “EHR- Lite” to practices that otherwise may not have the resources to support a full EHR. 

It is also important to realize that the majority of HIEs do not charge fees to physicians. Based upon survey results, 78 percent of HIE initiatives provide physicians with free access to information in the HIE. 

7. Understand and anticipate clinicians’ concerns about liability.
Pro-actively involve clinicians and legal counsel to prepare educational materials covering security, privacy of electronic data and how it is similar to and/or different from paper data.  Understand that case law in still in its infancy regarding HIT and HIE and foster open discussion early in the process.  No matter how well privacy and security policies are written, they must still be enforced to have any validity.  Consider bringing your local malpractice liability carriers to the discussions as another stakeholder.

8, Work with clinicians to help them anticipate questions from patients. 

Clinicians should know that public opinion surveys show the doctor-patient relationship is one of trust, and that patients value and respect the opinions of their doctors. The HIE should communicate to clinicians that it understands the value of the doctor-patient relationship and will respect it.  The HIE can help clinicians by educating them about the typical questions they will receive, and how the relevant policies of the HIE address those common concerns.  
Focus groups reveal that consumers are favorable towards electronic HIE and particularly see its value for both loved ones and themselves in emergency situations. The following are typical consumer concerns.  Your public policies and education programs for physicians should address them:

· Fear of hackers getting into the records;

· Skepticism over whether HIE would actually reduce costs or paperwork;

· Concern over accuracy of information;

· Concern about who maintains the information and how often it is reviewed/updated;

· What happens if the computers crash or the data is lost.
9. Reinforce a collaborative and open approach among the HIE, physicians and patients.
No two HIE initiatives are alike. Often the local culture will dictate the level of involvement and information sharing among patients and clinicians to the HIE. Incorporating the ideas expressed in this guide can facilitate the process of engaging both clinicians and patients. Critical factors for success for HIEs to consider in all situations include: 

1. Incorporate the Clinical Value Equation early into the development of HIE and the prioritization of HIE functions: Relevance, Reliable and Workflow.
2. Create a communication and education plan customized to both clinicians and patients.

3. Communicate the value and positive impact of successful HIE implementation.
4. Educate physicians on the questions they can anticipate from patients regarding HIE and help physicians understand that their opinion is the most trusted and valued by patients/consumers.

10. Recognize the critical educational role that the clinician can play during “bedside chat” in reinforcing the value and benefit of secure electronic health information exchange. 
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