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About this Administrator's Guide
The QuadroCS Manual is divided into three parts:

e Manual I: Installation Guide gives step-by-step instructions to provision the Quadro Conference Server and configure the conferences with the
Epygi SIP Server. After successfully configuring the Quadro, users will be able to automatically or manually initiate the call conferences between
several IP peers, deal with the active conferences and record them if needed.

e Manual Il: Administrator's Guide that explains all QuadroCS management menus available for administrators only. Further it includes a list of
all System Default Values.

e Manual Ill: Conference User's Guide explains all menus that can be accessed and configured by the conference users within the QuadroCS.
Further a list of all available call codes can be found here.

QuadroCS's Graphical Interface introduces to the QuadroCS's graphical user interface and explains all recurrent buttons.

Administrator's Menus explains each of the Administrator's management pages according to the menu structure shown on the main page of the
Quadro management.

Appendix: System Default Values lists all factory defaults.

Appendix: Software License Agreement includes the contract for using QuadroCS's hardware and software.

QuadroCS (SW Version 3.0.x)



QuadroCS Manual I1: Administrator's Guide

QuadroCS's Graphical Interface

QuadroCS's Graphical Interface

Administrator’s Main Page

After logging in as an administrator, the QuadroCS Management page is displayed. Here the administrator may access the following settings and
perform the following actions:

1.

2.

System Menu
System Configuration Wizard

Status

Configuration Management
Change Password

Events

Time/Date Settings

Mail Settings

Firmware Update
Networking Tools

Diagnostics
Upload Language Pack

Conference Management Menu

Conferences

SIP Settings

RTP Settings

NAT Traversal Settings
Statistics

Call Routing Table
Recording Common Settings
Mail Default Settings

3. Network Menu

DNS Settings

DHCP Settings

Main  System Conference Management Network

Uplink Settings Menu

QuadroCS Management
Eirewall

Filtering Rules
Dynamic DNS Settings

Internet connection status: static IP
Please check your pending events!
Copyright () 2005 Epyai Teshnalagies, Lid. All fights raseried

Uplink Settings

@-cpygi

=141

2.49.2505-EL/Relars
n: 8.0 G0E/Release

arranely logzed in:
- admin from 10.20.0.09, expires 1%:80

Fig. 11-1: Quadro Confel

rence Server Administrator's page

The functional button Renew Wan IP Address appears on the administrator's main page Quadro Conference Server Management if the Quadro
Conference Server acts as a client to a DHCP server. The button Renew WAN IP Address is used to get a new WAN IP address, i.e., the Quadro
Conference Server moves to another network.

The button Please Check Your Pending Events will be displayed on the administrator's main menu page if any new system events exist. The link
leads to the page where these new system events are listed.

The current version of the QuadroCS's firmware and
of its boot loader is shown in the lower right corner of
the administrator’s main menu, followed by the list of
Users currently logged into the system. Information
about the IP address users accessed QuadroCS from,
the username of the logged-in user and the time until
the next automatic logout is provided here. The idle
session timeout is set to 20 minutes. If no action is
done during that time, the user automatically will be
moved to the login page and will be requested to login

again.

Eoot loader:

Users=

Internet connection status: static IP
Flease checkyour pending events!
Copyright (C1 2005 Epwgi Technologies, Ltd. All rights resenved.

Firmmware Ver=zion:

admin frem 10.20.0.2%, expizes 13:20

2.4.28C03-EL/Pelzas=e
2.0.8C3/Balaaxs

currently logged in:

The Refresh link is on some pages in the lower right corner beside the field displaying the number of seconds left until the next refresh and is used

to perform a manual reload of the page.

QuadroCS (SW Version 3.0.x)



QuadroCS Manual I1: Administrator's Guide Administrator's Menus

Recurrent Buttons

Button Description Button Description
- This button leads back to the previous page of .
Previous a fixed sequence of pages (used mainly in Back 'gg;(s)rgutton leads back to the page you have been on
— wizards). '
This button leads onward to the next page of a
Next fixed sequence of pages (used mainly in Ok This button confirms an operation you started before.
wizards). —_—
This button discards the latest, not yet . ) )
Cancel confirmed entries. Yes This button confirms an operation you chose before.
— This is the last button of a fixed sequence of
Finish l pages that completes and saves the entries of No This button discards an operation you chose before.
the whole sequence. ——
This button has the same function like the "?" This button opens a window where the last inserted IP
Hel in the left button bar. It opens the help page addresses are listed. It is a clipboard that helps the
P belonging to the currently active QuadroCS - user to make quick selection of an IP address in case it
management page. IP-Clip I has been already used in the past, thus to avoid typing
] ] - it again. The clipboard can hold up to 10 IP addresses,
Save This button saves the settings modified on the a new IP address will replace the oldest one from the
currently active management page. list.

Recurrent Functional Buttons of the GUI

In connection with tables, the following buttons - among others - usually occur:

Functional Button Description
Add Allows adding a new record to the displayed table. A new page will be displayed to enter the new settings.
Edit Allows modifying the settings of the record selected by its checkbox. Normally only one record may be selected. A new
i page will be displayed to enter the modified settings.
Delete Deletes the selected entry(s) of a table. A warning message will demand a confirmation before deleting an existing entry.
Select All Selects all table entry(s) for example for further deletion.
Inverse Selection Inverts an existing selection of table entry(s). If no entries are selected, clicking the button will select all records.
. May occur in the lower right corner of a page. It displays the number of seconds remaining until the next refresh of the
Refresh in...
page and may be used to reload the page manually.

Most of the tables offer the option to sort the entries in ascending or descending order by clicking the headings of the columns. A small arrow beside
the column heading will show the direction of sorting — upward or downward.

The entries of the table can be selected by the assigned checkboxes - one at a time, for the most part - in order to edit or delete them.

Entering a SIP Addresses correctly

Calls over IP are implemented based on Session Initiation Protocol (SIP) on the QuadroCS. When making a call to a destination that is somewhere
on the Internet, SIP address must be given.

SIP addresses have to be specified in one of the following formats:

“display hame” <username@ipaddress:port>
“display hame” <username@ipaddress>
username@ipaddress:port
username@ipaddress

username

The display name and the port number are optional parameters in the SIP address. If the port is not specified, 5060 will be set up as the default one.
The range of valid ports is between 1024 and 65536.

A flexible structure of wildcards is allowed. In comparison with a wildcard, the “?” character stands for only one unknown digit and the “*" character
stands for any number of any digits.

Particularly the following combinations can be used for your convenience: Please Note: Wildcards are available for caller addresses

- *@ipaddress - any user from the specified SIP server. only. No wildcard characters are allowed for called party
- addresses. To use “*" and “?” themselves (as non wildcard
- username@* - a specified user from any SIP server. characters), use “\*" and “\?" correspondingly

- *@* - any user from any SIP server.

QuadroCS (SW Version 3.0.x)
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Administrator's Menus

Administrator’s Menus

System Menu

Main [[System|  Conference Management  Network

System Configusation Wirard
Staturs

Q£ Confiouration Managermet ent
Change Password
Feenls
TineMate Setfings
Mail Setlings
Firmware Updite
Networking Tooks
Diagnostics

Upload Language Pack

@cpysi

System Configuration Wizard

System

e @EPYS

Fig. I1-2: QuadroCS Management page

Fig. 11-3: QuadroCS Management tree

The System Configuration Wizard is a helpful tool for the administrator to define the Quadro Conference Server's LAN and WAN settings, to
specify regional configuration settings and to make the Quadro operational in the global network. The System Configuration Wizard MUST be run
upon the first startup of the Quadro Conference Server. The Wizard navigates through the following basic configuration parameters and settings:

. LAN Settings

. DHCP Settings

. Regional Settings
e  WAN Settings

. DNS Settings

For a step-by-step guide of different applications of the QuadroCS, refer to the Manual | - Installation Guide:

Main  System Conference Management Network

System Configuration Wizard

Uplink Settings @epygi

guadro

Getting Started
Thi= wizard guides you through

* Systermn Configuration
*DHCP Settings for the LAN Interface

*Regional Settings
AN IP Configuration
*DNS Settings

LAN DHCP Settings and DNS Settings are described in the chapters
below while LAN And WAN configuration settings and regional

settings will be described in this chapter.

Please Note: It is strongly recommended that factory default |
settings are left unchanged if their meanings are not fully clear

Previois

Cancel | ‘ Help |

to the administrator.

Copyright (C) 2005 Epygi Technelogies, Ltd. All rights reserved

Fig.0-4: System Configuration Wizard — start page

QuadroCS (SW Version 3.0.x)
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Main  System Conference Management Network Uplink Settings @ ep yg 1
guadra

System Configuration Wizard

System Configuration

Host Mame: quadro

LANIP Configuration:

|F Address 172 30 0 1 IP-Clipboard

The LAN Settings page contains information about the SubnetMask g5 [ss [ 5 | IP-Cligboard
Quadro host name, its IP address and the subnet mask on

the LAN side. These settings make the Quadro available to
the internal network.

The System Configuration page contains of the following
components:

Host Name requires a host name for the Quadro device. |

IP Address requires the Quadro host address for the LAN
interface.

Subnet Mask requires Quadro host subnet mask.

Previous | Mext | Cancel | ‘ Help | |

Copyright (Z) 2005 Epygi Teshnologies, Ltd. All rights resensed

Fig.0-5: System Configuration Wizard — System Configuration page

Main System Conference Management Metwork Uplink Settings epyg i

conference 154

System Configuration Wizard

Regional Settings

Your locals (location): | Armenia -
Timezone: CMT/GMT+05 -

Choose GUI theme

© Plain

@ Dynamo

The Regional Settings are used to select settings specific to
the location of the Quadro. This is important for the
functionality of the voice subsystem.

The Regional Settings page consists of two drop down lists
to select the Location (country) and a corresponding | IFlEings ‘ Met | | Cancel | | Hele | ‘
Timezone and a manipulation radio button group to choose
the GUI theme of the web based configuration pages.

Copyright (C) 2004 Epygi Technolagies, Ltd. All rights reserved.

Fig. 1-5 System Configuration Wizard — Regional Settings page

QuadroCS (SW Version 3.0.x)
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Main  System Conference Management Network Uplink Settings @ ep yg 1
guadra

System Configuration Wizard

The WAN Settings page contains of the following

components: WAN IP Configuration

The Assign automatically via DHCP radio button selection

switches to automatic retrieval of the WAN IP address from a ) :

DHCP server at the ISP/upIink. |P configuration of the WARN interface

Please Note: DHCP referred to here is the one running on [’;Hégs‘gn automatically via

the provider’s side and not the QuadroCS’s personal DHCP

server. @ Assign manualy IP Address ez [ree  [e& [15 | IP-Clipboard
The Assign Manually radio button switches to the manual

adjustmer?t of IP sgttings. This selection requests the Subnethesic  [EEE] [EEE B [ R
following paramett.ars: gggwtay [ T
IP Address requires the IP address for the Quadro WAN

interface.

Subnet Mask requires the subnet mask for the Quadro

device WAN interface. | Frevious | Mext | Cancel | ‘ Help | |
Default Gateway requires the IP address of the router all

packets are sent to, for example the IP address of the
provider's router.

Copyright (C) 2008 Epyai Teshnologies, Ltd. All fights resene d

Fig.0-6: System Configuration Wizard — WAN IP Configuration page

Status

The system status window displays non-editable tables providing extensive status information about QuadroCS: General Information, Network
Status, Memory Status and SIP_Registration Status. The links on this page lead to device transfer statistics, user mailboxes and supplementary
services configuration pages.

The System Status page consists of several tables providing system information.

General Information

Main System Conference Management Network Uplink Settings Q(‘p\'!;i
conference194
Conference Server Status - General Information  _ . . w0
General Information | Uptime duration: 4 hour 4 min 7 sec
The General Information table includes the following etk S2us Device hostname: conference
information: temory Status Conference Server Operating system: | 2.4 10 root@Delta epyvai loc
. . . Hardware Status I
The Uptime duration since QuadroCS's last reboot. Application Software: 24.10CS - Release
SIP Reqistration Status
The Device Hostname of QuadroCS. Boot Loader: PPCBoot 2 4 5/Release
The Conference Server Operating System version. DSP Software: Version 249 Date: September 30 2004
The Application Software shows QuadroCS's software and (el eI
file system versions.
. Copyright (C) 2004 Epygi Technologies, Ltd. All rights reserved.
The Boot Loader version.

. . Fig. II-7: Quadro Status — General Information page
The DSP Software version and the date of build. 9 pag

QuadroCS (SW Version 3.0.x)
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Network Status

The Network Status table includes the following information
about |nterfaces: Main = System Conference Management Network Uplink Settings vp,vgi
The Interface Name of the LAN and WAN interfaces conference194

. Conference Server Status - Network Status
available on the QuadroCS Befiesh in 805/ seconds!
The IP Address corresponding to each network interface. Generallnformation  Interfaces
The Subnet Mask corresponding to each network interface. Network Status Interface name |IP address | Subhet Mask | Properties Moniter

) . Memory Status

The Mac Address corresponding to each network interface. bt St LAN B B K L s L= T

. . . . — WYAN 192 16874 96 | 255 255 255 0 | MAC: 00-F3-B0-00-86-02 | ¥Watch VWARN
Monitor includes links to survey LAN and WAN traffic SIP Reqistrafion Stalus
correspondingly. The selection of these links will open a new Default Gateway: 192.168.74.5
window with a table of network traffic statistics on the selected DNS Server: 19216810 2
interface: Services

Service Name | Status
® Received Bytes ® Transmitted Bytes NTP Server | Stoppsd
e Received Packets e Transmitted Packets NTP Client | Stopped
. . DHCP S R
e Received Errors e Transmitted Errors SREL |G
i . DHCP Client | Stopped

® Received Drop Errors ® Transmitted Drop Errors DNS Running
e Received Overrun Errors e Transmitted Carrier Errors Firewal Stopped
® Received MultiCast e Transmitted Collisions Transfer Stafistics

Packets _ Bk | _ Heb |

CoRyIgn Y2003 Syl Taemagies, Lot Al nghs sanas

Fig. 11-8: QuadroCS Status Network Status page

When opening the corresponding Interface statistics window, at first, no traffic values are displayed. Then, every one minute, traffic statistics will be
updated. These tables serve as a kind of counter.

DNS Server, Alternative DNS Server and Default Gateway - displays the QuadroCS settings corresponding to what has been configured by the
System Configuration Wizard.

Services (NTP Server and Client, DHCP Server and Client, DNS and Firewall) Status: stopped or running.
Transfer Statistics — link to the Transfer Statistics page.

Main System Conference Management Metwork Uplink Settings epyg i
&

conferencels4

Transfer Statistics

Time range of statistic table Intraday =

Interface LAN =
Recelve values: Transmit values
. . M Received Bytes i Transmitted Bytes

The Transfer Statistics page allows the administrator to ) v ) "
compose a user defined statistic table depending on the WRscsived Packets W Transmitted Packets
transmit/receive value (criteria), interface type and time Rl Recsive Errors R Transmit Errors
period. It contains the following components: F Receive Drop Errors F& Transrmit Crop Errers
Time Range of statistic table - the drop down list includes [ Receive Frame Erors [ Transmit Collisions
the periods (days) while statistics data is to be collected and F Received Multicast Packets [ Transmit Carrier Erors

corresponding diagram charts are to be built. Sl Eienlt Help
Interface - the drop down list offer the values:

WAN W|de Al’ea NetWOl’k (WAN) eVentS Only, Copyright (€Y 2004 Epygi Technologies, Lid. All rights resenced.
LAN: Local Area Network (LAN) events only. Fig. II-9: Transfer Statistics page

QuadroCS (SW Version 3.0.x) 9
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Main  System  Comfeionce Managumont  Metwork Uplink Seltings tu-;n-m

Transfer Statistics of the WAN Interface

Current System Time: Mon May 31 11:41:39 2004

The area Receive Values displays the number of the - Thms cange: (st el -rolutive clipiy
following values: '
Received Bytes
Received Ethernet Packets

Received packets containing Errors
Received Drop Errors (packets that have been discarded) : I

Received Overrun Errors that occur when the receive
buffer is not large enough to hold all incoming packets. This
error mostly appears because of a slow receiving system

Received MultiCast Packets.

The area Transmit Values displays the number of the = .
following values: - ;
Transmitted Bytes I
Transmitted Ethernet Packets ;
Transmitted packets containing Errors [ -
Transmitted Drop Errors (Packets that have been o
discarded.) —
Transmitted Carrier Errors that occur because of a
defective or lost connection on the Ethernet link Lo | s

Transmitted Collisions (Transfer errors that occurred
during a simultaneous packet transmission from both sides.)

Fig. 11-10: Transfer Statistics Diagram Chart

To show the Transfer Statistics Diagram Charts, select the desired criteria and click Save to create the corresponding chart.

QuadroCS (SW Version 3.0.x) 10
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Administrator's Menus

Memory Status

The Memory Status page includes a table with the available
User Space information shown separately for each conference.
The table displays the space occupied by the recording
referring to the conferences and the free and total recording
spaces (counted in minutes/seconds) for every conference. The
page includes the following information:

Memory Size shows the total memory space (counted in
minutes/seconds) available on the QuadroCS and assigned to
all the conferences.

Call Statistic shows the current number of entries in the
Statistics and links to it.

Hardware Status

The Hardware Status table displays a list of the hardware
devices present and currently available on the QuadroCS's
board. The hardware device version number and additional
comments about its state are indicated here.

SIP Registration Status

The SIP registration Status is a table displaying the SIP
registration status of the conferences on the QuadroCS. The
table lists all those conferences that have SIP registration
enabled, as well as conferences ID and registration name,
information about SIP registration states (Yes or No), addresses
of SIP servers where they are registered (if so), registration date
and time.

By clicking on the row heading, the table will be sorted by the
selected column. Upon sorting (ascending or descending)
arrows will be displayed close to the column heading.

Main  System Conference Management Network Uplink Settngs

Conference Server Status - Memory Status

Conference ID | Recorded Conferences | Recording Space | Free Space Total Space

Memory Status

100% 5291072 bytes | 9791040 bytes

o | _ b |
Fig.0-11 Memory Status page
Main System Conference Management Network Uplink Settings C‘P}’Si
conferencel94
Conference Server Status - Hardware Status Rrch in EET <o conds!
General Information LAN Ethernet | 10/100 Mbps Link is down
IMetwiork Status WAN Ethernet | 10 Mbps Linkis up { 10 Mops, half duples )
I mary Stats usB UUSE Flash Disk | Format needed
Hardware Status
SIP Reqistration Status
Back Help
Copyright (C) 2004 Epygi Technologies, Ltd. All rights reserved.
Fig. 11-12: Hardware Status page
Mam  Systemn Confer ence Managennent Wetwork Uplink Settinas QCP\-H'[
Sl P
Conference Server Status - SIP Registration Status Bttt i 473 i

Penistered | Reaistration Tine

SIP Roelstr athon Statiss

Fig. 11-13: SIP Registration Status page

QuadroCS (SW Version 3.0.x)
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Administrator's Menus

Configuration Management

The Configuration Management allows the administrator to manage the system configuration settings, i.e., to backup and download them to a PC
and then to upload and restore back to the QuadroCS. Additionally this page gives a possibility to restore the factory default configuration settings.

The Backup & Download configuration link creates a backup
file with all the configuration settings and opens a file chooser
window for immediate download to the user PC.

The Upload & Restore configuration link opens a page with
the Browse button (that opens a file chooser to select a backed
up file) and a Configuration to Upload field requiring the file
path to upload and immediately restore the configuration.
Pressing Save will restore the selected backup file, erase all
recorded conferences and replace all configuration settings.

The Use Default functional button resets all configuration
settings and restores the board’s factory default configuration.
By restoring the default configuration you will replace your
current one, lose all recorded conferences and reboot the
device. You will not be automatically redirected to the GUI start
page. After the successful reboot you need to enter the
QuadroCS's management and login again to access the
QuadroCS's configuration. A warning message will ask you to
confirm your selection before restoring the default configuration.

Change Password

Main  System Conference Management

Configuration Management

Backup & Download configuration

Upload & Restore configuration

Use default

Back

Please checkyour pendinig events!

Copyright (632005 Epyai Technologies, Ltd. All rights resenved

Network

Uplink Settings @epyg]

=141

Help

Fig. 11-14: Configuration Management. page

The Change Password page provides information about the administrator account name and allows changing of the administrator password.

It contains the following components:

Old Password is where the current administrator password
needs to be entered. If the old password is inserted here
incorrectly, “Old Password is incorrect” error message is
displayed.

New Password is used to change the administrator's password,;
the new password must be entered in this field.

Confirm New Password is used to verify the new password. If
the entered New Password does not correspond to the one in
the Confirm Password field, “The passwords do not match.
Please try again” error message is displayed.

Please Note: When reloading a former configuration, the admin
password specified here is still valid, as the admin password is
not saved with the configuration.

Main System Conference Management HNetwork

Change Password

Account Name: admin
F
=
Confirm Mews Password: [#

Back |

Old Password:

MNew Password

Save

Copyright (C) 2004 Epygi Technologies, Ltd. All rights resenred

Uplink Settings epyg i

conferencel94

Help |

Fig. 11-15: Change Password page

QuadroCS (SW Version 3.0.x)
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Administrator's Menus

Events

The Events page consists of two tables and displays all system events that have occurred in one table and event settings in the other.

The System Events page may be accessed with Events link
from the main menu. It lists information about system events
that have occurred on QuadroCS. When a new event takes
place, a record is added to the System Event table and a
warning “Please check your pending events!” appears at the
bottom of all management pages.

The system events and the warning message are visible only for
the administrator. The warning link (that leads directly to the
System Events page) will disappear from the management
pages if the administrator has marked all new events as read.

The System Events table is the list of new and read system
events. The table shows the Status of the event (new or read)
as well as the name of the application the event refers to, event
description, and the date when the event was received. For
example, if the event has occurred due to incorrect mail sending
or SIP registration, corresponding links will be seen in the
Reference column of the table. There the administrator can
view the detailed log for the event that has occurred.

The System Events page contains the following components:

Current System Time displays the local date and time on
Quadro.

Mark all as read marks all newly occurred events as read.

Disable LED switches off the Quadro’s Info LED flashing until a
new event will take place. An LED notification may appear
depending on the notification type given in the Events page
whenever a new event occurred.

Please check your pending events!

Copyright () 2004 Epygi Technologies, Ltd. A1l rights reserved

Boot loader: 2.9 5/Releass
Pizmware Wersion: 2.4.1l05/Release

Urezs cuzzently logged in
- adnin from 122.163.0.28, espires 16:13
- adwin £zom 192.168.70.11, espizes 16:03

Fig. 11-16: Event warning on the main menu page

Main System

Conference Management

System Events

Network

Uplink Settings @epygi

conferencel94

Refresh in 287 secands!
System Events Event Seffings
Current System Time: Mon Oct 4 15:55:01 2004
Delete Mark all as read Disable LED Selectall Inverse Selection
Status | Timestamp Application | Name Description Reference
Mon Oct 4 USE device 58f3380/100
B New 1455135 2004 | SYSTEM - fusb detected
Mon Oct 4 USE device eal/2168/200
P MNew | 455124 2004 |SYSTEM | usb remoyed
Mon Oct 4 USE device eal/2168/200
P New | 454022 z0pg |SYSTEM | usb detected
Mon Oct 4 USE device £8/2280/100
FHNeW | 454015 20pg |STSTEM | usb remoned
Man Oct4 Succesfully registered user SIP
(] 15.06.49 2004 SIF registration | 20229 on server Redgistration
sip.epygi.com: 5060 tatus
Mon Oct 4 Succesfully registered user Sie
=] 150848 2004 SiP registration | 2342022 on server Redqistration
sip.epygl loc:5060 Status
Mon Ot 4 Succesfully registered user SiP
(] 150848 2004 SIP registration | 2342021 on server Reqistration
Sip.epygi loc 5060 Status
Man Oct 4 Succesfully registered user SIP
(] 15.08.47 2004 SIF registration | 12321 an server Redqistration
sip.epygi loc: 5060 Status
Mon Oct 4 Succesfully registered user SIP
(] 150847 2004 SIP registration | 110086 on server Redgistration
sip.epygi loc:5060 Status
Mon Oct 4 Succesfully registered user SiP
(] 150848 2004 SIP registration | 110085 an server Redqistration
sip.epygi loc:5060 Status
Mon Oct 4 Succesfully registered user Sk
(] 11-44-07 2004 sk registration | 234202 on server Redqistration
sip.epygi loc: 5060 Status
the device has been
(] Mon Oct 4 SYSTEM reboot successiully started after
11:15:57 2004
reboot
Back Help

Copyright (C) 2004 Epygi Technolagies, Ltd. Al rights resaned

Fig. 11-17: System Events list
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Numerous circumstances may cause a certain application on
QuadroCS to flag an event.

The page Event Settings lists all possible applications that
cause QuadroCS to raise events and allows configuration of
notification (action), should one of these events take place.

Each entry in the events table has its checkbox assigned to the
row. By selecting the corresponding checkboxes, operations
such as Edit may be done for one or more events.

Edit opens the page Edit Event Settings to modify the event
action.

Do Nothing - Nothing will happen when the event occurs.
Display Notification - A notification link will be displayed on
the bottom of all pages and a record is added into the Events
table. The notification is executed as the link “Please Check
you pending events!” that leads to the page System Events.
This action also will take place if an action below (Flash LED
or Send Mail) has been selected, even if not selected
explicitly.

Flash LED - the second LED (yellow) will be blinking once a
second and a notification will be displayed on the bottom of all
pages. For some events the LED will start flashing after a brief
delay.

Send Mail causes sending an e-mail with a notification about
the new event and an event description in the mail body to the
e-mail address specified in the Mail Settings page.

Actions that are not allowed for the selected event (like mail notification if the link is down or the mail server has been misconfigured) are hidden. For
multiple events editing, action which does not fit at least to one of the selected events will be hidden.

If QuadroCS cannot get an IP address from the DHCP server, or cannot register an extension on the SIP or Routing servers, or cannot reach an
NTP server, it raises only one event for the entire period the action has failed, but continues to try. When the required action is finally successful,

QuadroCS raises an appropriate event.

Main System Conference Management Network Uplink Settings @E‘P)’gi
R conferencels4
Event Settings
Systern Events Event Settings
Edit Selectall Inverse Selection
Application Name Description Action
default Display
O | SYSTEM corfiguration Default configuration has been created notification
O |PFPP link down PFP has lost the link Do nothing
O |PPP link up PPP has establizhed a connection Send mail
0 |FFP authentication password or User is wrong Do nothing
failure
. Display
[ MAIL send failure could not send a mail netification
Display
O [ SNTP time set SNTF daemon corrected the system time notification
= |snTe conmect failure SMTP daemon could not reach the time Send il
server
the device has been successfully started
O [ SYSTEM reboot after reboot Send mail
the rollback mechanism restored the old Display
@ | SYSTEM rollback systemn configuration notification
O |PPP general failure The PPP daemon got an error Do nothing
0| SYSTEM ush A USE device has been (unjplugged Flash LED
Display
O [ SYSTEM usb flash USE Flash device event netification
O |DHCPSERVER | error DHCP Server Event Do nothing
[0 | DHCPSERVER | distributed lease | DHCP Server Event Display
notification
O |DHCPCLIEMNT | error DHCP Client Event Do nothing
O |DHCPCLIENT | got leaze DHCP Client Event Flash LED
O | SYSTEM dyndns DynDMS Event Do nathing
Display
O[Sk registration SIP Registration Event nefification
O | ROUTING registration Raouting Registration Event Flash LED
[ STUN port detection STUM port detection Flash LED
Display
0 [STUN nat type STUMN MNAT type detection nefification
O | SYSTEM ip routing Could not add ip route Send mail
O |FIREWALL general failure Firewall Problerm Report Send mail
software
O | SYSTEM watchdog Executing escalation command Send mail
Back Help

Copyright (C)2004 Epyai Technalogies, Ltd. All rights reserced.

Fig. 11-18: Event Configuration Settings page

QuadroCS (SW Version 3.0.x)
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The page Edit Event Settings offers the following input options:

Application displays the application the event refers to.
Multiple is shown here, if more than one event has been
selected for the action assignment.

Name displays the name of the event. Multiple is shown here, if
more than one event has been selected for the action
assignment.

Description displays additional information about the event.
Multiple is shown here, if more than one event has been
selected for the action assignment.

Action offers radio buttons to choose one of the actions to
notify the QuadroCS's administrator whenever the selected
event(s) takes place.

To Assign an Action to the Event

Main System  Conference Management  Network Uplink Settings

epygi

conference!34

Edit Event Settings

Application: SIP
Mame regisiration
Diescription: SIP Registration Event
Actions © Do nothing
@ Display notification
© Flash LED
© Send mail
Save Back Help

Copyright (£) 2004 Epyai Technolagies, Ltd. Al rights resemed

Fig. 11-19: Edit Event Settings page

1. Select the checkbox of one or more events to assign an action to them.

Press the Edit button. The Edit Event Settings page appears.

2.
3. Select an action type from the Action radio buttons to notify the administrator about the event in the desired way.
4.  Press Save to submit the changes or use Back to abort the selected action.

Time/Date Settings

Time and Date Settings provide information about the current system time and date. The settings may be updated through the international time

and date servers.

Time is used to set the local time (hour, minute).
Date is used to set the date (month, day, year).

Timezone provides a selection of world time zones and is used
to select the local country time zone. Timezones are specified
by GMT (Greenwich Mean Time) and by specific timezones for
the United States and Canada.

Enable Simple Network Time Protocol Server enables the
SNTP (Simple Network Time Protocol) server on QuadroCS,
thus QuadroCS becomes the timeserver for its LAN.

Enable Simple Network Time Protocol Client enables the
SNTP client on the QuadroCS, thus QuadroCS becomes a client
to an external timeserver. The checkbox enables the following
parameters:

The SNTP Servers table lists all defined NTP Servers.

Add opens an Add NTP Server page where new NTP server
can be defined. The page contains the NTP Server radio
buttons that are used to choose between a manual or a
predefined NTP server.

Manual requires the NTP server's FQDN (Full Qualified
Domain Name) or its IP address.

Predefined is used to select the NTP server IP address
from the drop down list, where the most common NTP
servers are listed.

Move Up and Move Down functional buttons are used to sort
NTP servers in the order they need to be accessed. If the NTP
server on the first position in the SNTP Servers' table does not
answer, the NTP server on the next position then will try to be
reached.

Please Note: Add another NTP server to the list if you feel
defined NTP servers are not functional, i.e., the QuadroCS's
date/time is not being automatically updated.

Polling Interval indicates the time interval for the periodical
synchronization between timeserver and QuadroCS. It counts in
hours.

Main  System Conference Management Network Uplink Settings

epysi

conference194

Time / Date Settings

Time m lﬂ

Date: [0t [6E [0z
M Enable Simple Metwark Time Protocol Server

M Enable Simple Metwoark Time Protocol Client
Add Edit Delete Move up Move dowh

SNTP Server

| ntp1.epygl.com

O [time.esec.com.au

0 | ntp1.belbone be

Polling interval: 3 &l hourfs)

Save | Back |

Help

Copyright (C) 2004 Epygi Technolagies, Ltd All rights resenved

Fig. 11-20: Time and Date Settings page

Main System Conference Management Network Uplink Settings @‘

epygi

conferencel34

Add SNTP Server

NTF server:

@ manual Imp Epygi.com

O predefined:

ImpZ belbone.be (Belgium) j

Save | Back |

Help

Copyright (C) 2004 Epygi Technologies, Ltd. A1l rights resenved

Fig. 11-21: Time and Date Settings — Add Entry page

Attention: Time and Date Settings will be reset in case if QuadroCS has no battery or has lost power.

QuadroCS (SW Version 3.0.x)
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Mail Settings

The System Mail Settings page gives the possibility of automatically sending warnings about the board status or other problems to the
administrator. System events that require email notification are selected on the Events page. The system mail functionality must be enabled and the

SMTP server needs to be configured for voice message transmission to the extension user’'s mailing account.

Enable enables the system for sending mails and transmitting
voice messages to the extension user’s mailbox.

SMTP Host requires the SMTP host IP address or domain
name. The SMTP host needs to be configured to enable
voice message transmission.

Mail Sender Address text field requires the source address
for the Quadro notification emails. The email address defined
here should be an existing valid email address registered on
the selected SMTP server or should have permission to use
that SMTP server for emails transmission.

Mail Recipient Address requires an active email address.
The e-mail recipient here can be a Quadro administrator or
someone responsible for network and system problems.

Enable SMTP Authentication checkboxmust be selected if
the specified SMTP server requires an authentication. In this
case, authentication User Name and Password configured
on the SMTP server should be defined in the corresponding
text fields.

Send Test Mail is used to initiate a test e-mail transmission.
This button will be enabled if correct values have been
submitted and saved on this page.

Firmware Update

This window allows the software of QuadroCS to be updated by installing new firmware. Customers registered at Epygi will get notification of new

Copyright (C) 2004 Epyai Technalogies, Ltd. All rights reserved

Main System Conference Management MNetwork Uplink Settings

epygi

conferencel94

System Mail Settings

M Enable
SMTP Host: [192.168.0.156
Mail Sender Address.  [Quadro_cS

Mail Recipient Address |hram.vardanyan@epyg|\ab am

[ Enable SMTE Authentication

User Name [quadro_user2inag

User Password: |

Send test mail
Save I Back Help

Fig. 11-22: System Mail Settings page

firmware and will be able to download it from the Epygi Technical Support WEB page.
QuadroCS is provided with a battery. If the battery is low or simply absent the “There is no battery or voltage is low” warning is displayed.

Please Note: Installing new firmware will last about 3 minutes.
During this time, QuadroCS won't operate, neither telephony
nor Internet access. The firmware update will cause the loss of
the following data:

e DHCP leases

e Call Statistics

e All pending events

The following main processes will be stopped during the
firmware update and will be restarted afterward:

. Voice Software

° Network Time Protocol Daemon

. Network Interface Statistic Daemon
° Dynamic DNS Daemon

Next button will move to the second page of Firmware Update
to select the image file.

Main System Conference Management Network Uplink Settings ( _{j] Vol

Host Narme: conference

Firmware update

By proceeding you will lose the following data

¢ DHCP leases
s Call statistics
*Pending events

The following processes will be stopped to free system resources

s/oice Software

« Network Time Protocol Daemon

« Network Interface Statistic Daemon
*Dynamic DNS Dasmon

WARNIMNG: Even if you don't upgrade the firmware you have to boot your device!
Mext Back

Help

Copyright (C) 2004 Epyai Teshnalogies, Ltd. All rights resenved

Fig. 11-23: Firmware Update page 1

QuadroCS (SW Version 3.0.x)

16



QuadroCS Manual I1: Administrator's Guide

Administrator's

Menus

The second page of Firmware update consists of the Browse
button used to browse the image file, and the Specify Image
text field that will display the selected image filename.

Pressing Save will start uploading the image file to the board.
The next page will be displayed, showing the result of a
verification of the image being burned.

This page displays non-editable information about the image
validity. The Image Check will display invalid if the image does
not correspond to the hardware version.

The fields Current Software Version and New Software
Version show the old software version and the version of the
new image.

This page needs a confirmation to continue image updating. If
you are sure that the image version is appropriate for your
device press Save.

Main System  Conference Management Network Uplink Settings epys i

conferencel 94

Firmware update

Warning: Malke sure the Firmware Update process is not disrupted until it is completed!
A pover dowm while upgrading may cause serious damage!
The update process takes about 15 minutes. Normal operation will be stopped during that time

Progress: uploading.. | ] |

Spedify image. [raregFiadimagesReleaseBuidiversiondGWia-0-24GWr _ Browss
Save

Copyright (CY2004 Epyai Technolagies. Ltd. All rights resened

Help

Fig. 11-24 Firmware Update page 2

Main System Conference Management Network Uplink Settings epyg i
conferencel94

Firmware update

Image check: jualid

Current software version: 2.4.22

MNewy software version [2.4.24

Do you really wantto proceed ?

fes Back

Copyright (C) 2004 Epyai Technolagies, Ltd. All rights resenved

Help

Fig. I1-25: Firmware Check page
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Networking Tools
The Networking Tools provide the capability to check the Internet connection.

Ping sends four ICMP (Internet Control Message Protocol) requests with a default size of 64 bytes to the destination (IP address or host nhame)
specified in the text field Ping Target. The response times are logged, and the round trip time (the time the packet needs from being sent until being
received again) is measured. The results are displayed in the lower area of the page: The minimal and maximal round trip time and its average, the
percentage of lost and of received frames.

Traceroute checks the Internet connection by triggering the routers (hops) that are passed to reach the destination specified in the text field
Traceroute Target. Trace routing gives feedback on the routers passed by packets on the way toward the destination and the round trip delay of
packets to these routers.

Attention: Traceroute is not possible if a high security Firewall has been enabled (see chapter_Firewall).

For the purpose of tracerouting several IP packets are sent out. UDP (User Datagram Protocol) is used to send packets and ICMP (Internet Control
Message Protocol) to receive information about the routers. In their headers, the TTL (Time To Live) value increases from 1 to 30. When the first IP
frame is received by the first router, its IP address will be returned in its acknowledgement. The second frame delivers the IP address of the second
router and so on and so forth. The results of Traceroute are displayed on the lower area of the page.

Main  System  Conference Management  Network  Uplink Settings

epygi
conference194
Networking Tools
Ping Target 192.168.0.25 Ping
Traceroute Target: |sip.epygi.com Tracetoute
Back Help

Traceroute to sip.epygi.com

v

craceroute to sip.epygi.com (£9.93.1253.244), 30 hops max, 40 byte packets

1 router.epygi.loc (192.168.75.5) 1.893 ms 1.674 ms  1.743 ms

satellite.epygi.loc (172.25.4.1) 2.24% ms 2.17% ms 2.177 ms

172.25.179.2 (172.25.179.2] 549.985 ms 546.229 ms 548.15% ms

172.25.176.1 (172.25.178.1) £75.353 ms 786.931 ms  £34.05 ms

gate.epygi.de (10.20.0.1) 717.39 ms B508.482 ms  768.112 ms
ch25e.seri-0.elena.kari.coplink-plan.net (21%.126.192.37) 551.518 ms 645.417 ms 717.291 ms
l=llc.bbo4.franca.frad.toplink-plan.net (213.218.30.17) 747.411 wms 776.769 ms 638.657 ms
134.222.105.177 (134.222.105.177) 601.493 ms 794.513 ms 40,642 ms

de-cix.fra.above.net (80.81.192.226) 687.288 ms 713.750 ms  648.477 ms
so0-0-1-0.cr2.fral.de.above.net (216.200.116.208) 726.745 ms 746.02 ms 535.337 ms
pos0-0.mprl.fraz.de.above.net (216.200.115.246) 687.467 m3 761.212 ms 599.252 ms =

Ping Target requires the destination (IP address or host name)
for the ICMP request.

The Ping button starts pinging the specified ping Target.

Traceroute Target is used to enter the IP address or host name
of the destination to be trace routed.

FEOumamonewn

The Traceroute button is used to process the router triggering to
check the Internet connection.

Copyright (C) 2004 Epygi Teshnologies, Ltd. All ights resered

Fig. 11-26: Networking Tools page

To Check the Internet connection

1. Specify destination address for the ICMP request in the Ping Target text field.
2. Press the Ping button to process the ICMP request.

3. Specify the destination address to trace the route.

4.  Press the Traceroute button to process the router triggering.

QuadroCS (SW Version 3.0.x)

18



QuadroCS Manual I1: Administrator's Guide

Administrator's Menus

Diagnostics

The System Diagnostic page gives a possibility to run Network
and WAN protocol diagnostics, to verify QuadroCS's connectivity
and to download all system logs for possible problems recovery.

The Start Detecting WAN Protocol button is used to initiate WAN
diagnostics that will detect the WAN IP configuration: static or
through DHCP server. For static WAN IP configuration, gateway
availability is checked. When acting as a client, DHCP server’'s
accessibilities are being verified.

The Start Network Diagnostics button is used to initiate network
diagnostics, i.e., to check the WAN link and IP configuration, to
verify gateway, DNS primary and secondary (if configured) servers'
accessibilities.

The field below will display the diagnostics results and the
connectivity conditions. The system should be reconfigured if
problems occur during the diagnostics.

The Reboot this Device button is used to reboot the QuadroCS.
Please note that the session with the QuadroCS will be closed, i.e.,
the QuadroCS GUI should be newly opened and a new login will
be required afterward.

The Download system logs button is used to download all logs to
the local PC as a *.tar archive file. These logs can then be used by
the Epygi Technical Support Office to determine the problem that
had occurred on your QuadroCS.

Upload Language Pack

Upload Language Pack page allows to upload a custom language
for GUI and Voice Messages of the QuadroCS. The language of
voice messages can be switched to the custom Language Pack
language from GUI setting page at the System Configuration
Wizard. The language of the GUI session can be changed to the
custom Language Pack language from the radio buttons on the
login page.

Uploading a Language Pack will cause the loss of the following
data:

e All internally stored voice mail
® DHCP leases

e Call statistics

e Pending events

e Transfer statistics

Please Note: Only one custom Language Pack can be uploaded
at the time. Uploading a Language Pack will remove the existing
one (if existing) and will reboot the QuadroCS.

Main  System

System Diagnostics

Start detecting YwAN Protocol |

Conference Management | Network | Uplink Settings (@>vei

TQuadro225

Reboot this Device

Start Metwork Diaghostics |

Download system logs

WiH Protocol detection: -
Checking for availsble DHCP servers:
Sending DHCP DISCOVER
got answer from: 192.16&.76.11
Offered IP address
Relay agent
Provided DHCP options:
Server identifier
IP address lease time [in Seconds)
Hubnet mask

Back

Copyright (5) 2004 Epygi Technalogies, Ltd. All rights resered

: 192.168.75.235
: none

: 182.168.76.11
: 3600
: 255.255.255.0 =l

Help

Fig. 11-27: System Diagnostic page

Main System

Upload Language Pack

Installing or removing a language pack will cause:

* A reboot

* A new language pack replaces the existing one
*| osing all internally stored voice mails

*| osing DHCF lzases

*| osing call statistics.

*| osing pending events

s osing the transfer statistics

Current language pack:
Language pack file to upload:

Remove current language pack

Conference Management Network Uplink Settings

epygi

conference194

Russian

|\\5enter\languages\]apanese.mn

Browse...

Save

| Back |

Help

Copyright (CY 2008 Epygi Teshnologies, Ltd. Al rights resened

Fig. 11-28: Upload Language Pack page

Current Language Pack field displays a read only information about the custom language pack uploaded. When no custom language pack is

uploaded, field indicates “unknown”.

Below, there is a Language Pack File to Upload text field which displays the selected image filename. Browse button is used to browse the

custom language pack to be uploaded.

Remove Current Language Pack link is seen only when custom language pack is uploaded and is used to remove it from the system.

Pressing Save will start uploading the custom language pack to the board. The next page will be displayed, showing the result of a verification of the
language pack being uploaded and asks for confirmation to overwrite the existing custom language pack (if any).

After final confirmation, system will upload the selected custom Language Pack and will reboot.

QuadroCS (SW Version 3.0.x)
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Conference Management Menu

Main  Sysiem | Confersnce Managenst | Hetwork Uplink: Sertings @ t‘|}\"‘i
Conferences iQ
S Settngs Conference Management i
QuadroC i s g quao @epygl
NAT Traversal Settings
=i « Systemn

i Tabls

« Conference Management
o Conferences
o SIP Settings
o BTP Seffings
o NAT Traversal Settinas
o Statistics
o Call Routing Table
o Recording Common Settings
o Mail Default Settings
Metwork
Uplink Settings
Contact
Feature Codes
Help
Logout

Rac Comimon Senings
Wail Defaniht Settings

Back

Horne Logout
Copyright 2005 Epyai Technalogies, Ltd. A1l rights resaned

Fig. 11-29: Conference Management Graphical Menu Fig. 11-30: Conference Management Tree Menu

Conferences

The Conference Management page is divided into two pages: All Conferences page where new conferences can be arranged and the Active
Conferences page to preview or to terminate the active conferences.

The Active Conferences page includes a table with all active conferences on the QuadroCS and their parameters (Conference ID, Subject,
Description, Status, Recording Space and Codecs). This page allows termination of the selected conference or monitoring of the conference
progress.

The All Conferences page includes a table that lists all created
conferences and their parameters. The table displays the
Conference ID, the conference Subject, a Description, the
actual Status, the Recording Space and the corresponding
Codecs. Each column heading in the table is created as a link.

By clicking on the column heading, the table will be sorted by Main | System | Confarenca Management | Matwork | Uplink Settings Feval
the selected column. Each record in the table has a checkbox -
assigned to the row. The checkbox is used to edit, activate, Conferences - All Conferences h

duplicate and delete the corresponding record.

Please Note: There is a 40 conference-rooms limitation on the
QuadroCS, but the amount of all participants cannot exceed 25
at the same time.

Each conference in the Conferences table has its specific voice
Codecs configured, which can be accessed and modified by
clicking on the link in the Codecs column of the corresponding
conference.

Clicking on the corresponding conference ID will link you to the
Moderator's page where the conference properties can be
configured.

Clicking on the conference status link (which appears when
conference state is Active or Waiting), displays a page with
information on the conference. This page displays a list of Fidkah
conference participants and gives an option of dropping a
participant from the conference or inviting new participants. It | = 'a.m e e |
also allows the moderator to start/stop/resume/pause the — —
conference recording and to terminate the conference.

All Conferences Activa Conforangss

Add Edit Duplicate Activate Delete Selectall Inverse Selection

Conference ID Subject Description Status | Recording Space Codecs

[=

|3

_|I_|_|_|_|_I

Fig. 11-31: Conference Management page
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The table contains a default entry that is dedicated to the
Conference Server Auto Attendant. This entry can't be deleted but
its settings may be modified. To do so, click the corresponding
entry in the table and Edit Entry page for the Auto Attendant
page will be displayed.

The page with the Auto Attendant settings requires the
information necessary to configure the Quadro CS Auto

Attendant:
1. Attendant Settings Main System  Conference Management  Network  Uplink Settings ( ©pvei
This group consists of the Attendant ID text field indicates a read canferencel 26
only information about the Conference Server's Auto Attendant Conference Attendant
number.
o . . . . L Attendant Settings
Description text field is used to insert an optional description for Atterciant D —
the Auto Attendant.
. . . D i Attend
2. SIP Registration Settings s et
i X . i . SIP Registration Settings
This group requires the Auto Attendant SIP registration settings
Registration Passwiord [

and has the following components:
Registration User Name text field requires a user name for

Confirm Registration Password -

conference registration on the SIP server. The registration user Registration SIP Server sip.epygi com
name needs to be unique on the SIP server and is used to reach Registration SIP Port Foeo |

the Conference Server's Auto Attendant over the SIP network. @ Registration on SIP Server

The Registration Password text field indicates a password for SIP Qutbound Prasy Address R
the Auto Attendant extension registration at a SIP server.

i i i . X . SIP Outbound Prosxy Port 5061

The Confirm Registration Password text field is used to confirm
SIP User D [1a52errd 177 a

the password. If the entered password does not correspond to the )
one given in the Registration Password field, the error will Memory Allocation
appear: “The passwords do not match. Please try again”. Space [305]
The Registration SIP Server text field indicates the host address Aftendant Welcome Message
of the SIP Server. The field is not limited regarding symbol usage [ Restore default wislcoms message
and length as it can be either an IP number, e.g., 192.168.0.26 or Upload newwelcome message |Gt NSNS

a host address, e.g., sip.epygi.com.

The Registration SIP Port text field indicates the Host Port
number to connect to the SIP server. It only may consist of

Zero Out Service
F Enable ZeroCut

numerics, otherwise the error message “SIP Server Port is Redirect address  [20245@sip.epygi.com SIP Clip
incorrect” will be displayed when attempting to save the SIP
Registration Settings. If no SIP server port is specified, Quadro sae | Back | el

will access the SIP server through its default port 5060.

Copyright (232004 Epyai Technologies, Ltd. All rights reserved

The Registration on SIP Server checkbox enables the SIP
server registration option for the Auto Attendant.

Fig. 11-32: User Management - Auto Attendant Settings

SIP Outbound Proxy Address and SIP Outbound Proxy Port text fields require the settings of the SIP Outbound Proxy server which acts as a
SIP server where all the SIP requests and other SIP messages are transferred. Some SIP servers use outbound proxy server to escape restrictions
of NAT. e.g. Free World Dialup service uses Outbound Proxy server. If an Outbound proxy is specified here, all SIP calls originated from the
Conference Server’'s Auto Attendant are made through that outbound proxy, i.e. all requests are sent to that outbound proxy.

The UserlID text field requires an identification parameter to reach the SIP server. It should be provided by the SIP service provider and can be
requested for some SIP servers only, for others field should be left empty.

3. Memory Allocation

This group includes only a drop down list that is used to specify the User Space (counted in percent) for the Auto Attendant welcome messages.
The maximum value in the drop down list is equal to the maximal available space for voice messages on the Quadro. When decreasing the Auto
Attendant memory space, the system will check for the presence of custom Auto Attendant welcome messages. If the memory required for the
welcome messages exceed the defined memory size, the system will suggest either to remove the welcome message or to select a larger size so
that the existing welcome messages can be stored there.

4. Attendant Welcome Message

This group allows updating of the active Auto Attendant welcome message, downloading it to the PC, or restoring the default one. The group offers
the following components:

The Restore Default Welcome Message checkbox allows restoring the Auto Attendant default welcome message file if another one has been
previously selected. If the checkbox is selected, the file upload will be disabled.

Upload new welcome message indicates the file name used to upload a new welcome message. The uploaded file needs to be in PCMU wave
format, otherwise the system will prevent uploading it with the “Invalid audio file, or format is not supported” warning message. The system also
prevents uploading if there is not enough memory available for the corresponding extension, which will cause the “You do not have enough space”
warning.

Browse opens the file chooser window to browse for a new welcome message file.

The Download Welcome Message File link appears only if a file has been previously uploaded. The link is used to download the audio file to the
PC and opens the file chooser window where the saving location can be specified.

QuadroCS (SW Version 3.0.x)
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5. Zero Out Service

Enable Zero Out checkbox enables Zero Out Service which provides a possibility to caller that has reached the Conference Server's Auto
Attendant Zero Out menu (see Call Codes) to accelerate the automatic redirection feature. Entering Zero Out menu will automatically redirect call to
the destination defined in the Redirect Address text field. If Zero Out Service is disabled, corresponding menu will be hidden in the Auto Attendant.

Add opens the Conference Wizard used to guide the user through the basic settings to create a new conference. The Conference Wizard consists
of two pages — for providing general conference properties and SIP registration settings. The following settings are entered into the first page of the
Conference Wizard:

Conference ID is used to enter a unique ID for the call
Main = System Conference Management Network Uplink Settings

conference. This ID will be also used in Conference Server's epysi
Auto Attendant to reach the local conference. Digits allowed conferencal84
only. System prevents adding a conference starting with 0 digit. Conference Wizard

Subject is an optional parameter where a brief subject of the

conference can be entered. Conference Properties

Description is an optional parameter used to insert additional

information about the conference. Corference D [EE4100

Moderator Password can be entered to provide moderator Subject [Epvei Call Conference

access to the conference. It has to be entered twice for

confirmation. The password inserted here will be used by the Peserpron Mol Cad =3

moderator to join the conference. The moderator can dial codes Maclerator Password: [ Confirm: [F
during the active conference as well as access conference Participant Passward: = Corfirm: 7
specific GUI pages to control the conference (view/change s Duration (rmine) P

conference properties, activate/deactivate it, start/stop/resume
record, view conference statistics).

Participant Password can be entered to require a password for
participant access to the conference. It has to be entered twice ¥ Leave The Conference Active Even YWhen All Participants Leave
for confirmation. The password entered here should be used by
the participant to join the conference. The participant can
participate in the conference only according to the rights |
(speaker or listener) granted by the moderator. The participant
also can access the conference specific GUI to view the
conference properties and the other participants.

Conference Recording Space {%): IE[
¥ Enable Routing Mode

Brevious | | Mext | ‘ Cancel | ‘ Help | ‘

Copyriaht (£)2004 Epygi Technologies, Ltd. Al rights reserved.

Fig. 11-33: Conference Wizard - pagel

Max. Duration sets the conference to be limited to a maximum duration (in minutes). Leave the field empty for unlimited conference duration.

Conference Recording Space is used to select the percentage of total QuadroCS's memory space that can be used for recording of this
conference.

Enable Routing Mode checkbox enables direct access to the Quadro’s internal routing tables when dialing out to a participant during a conference.
When this checkbox is selected, any dialed number will be parsed through Call Routing Table.

Leave Active checkbox will keep conference active, even if all participants have left it.

The second page of the Conference Wizard is where the
SIP registration settings are configured:

Registration User Name text field requires a user name
for conference registration on the SIP server. The
registration user name needs to be unique on the SIP
server and is used to reach the conference over the SIP
network.

Registration Password is the password for the
registration on the SIP server. It must be confirmed in the sgistration User Nsn S641000
Confirm Registration Password text field. ppiskstion 0 [

Registration SIP Server indicates the host address of the AT Rogissatan Paseword [seven
SIP server. The field is not limited regarding symbol usage agisraion SIP Server sip apygicom
and length. It can be either an IP address (ex: piswation SIE Por sied
192.168.0.26) or a host address (ex: sip.epygi.com). Blresisiat

Registration SIP Port indicates the host port number to
connect to the SIP server. The SIP server port may only ' Freren S

contain digit values. If the SIP server port is not specified, o auisunusost jansanis

the QuadroCS will access the SIP server through the - e —
default port of 5060. = (Emen) o) s

Registration on SIP Server enables the conference ID to
be registered on the SIP server.

Main  System  Comference Management  Network Uplink Settings @ epve i
)

Conference Wizard

Conference SIP Registration Settings

156.199.20.711

Fig. 11-34: Conference Wizard - page2

SIP Outbound Proxy Settings are optional settings used for the QuadroCS'’s connection to the SIP server. The SIP Outbound proxy is a SIP server
where all the SIP requests and other SIP messages are transferred. Some SIP servers use outbound proxy servers to avoid the restrictions of NAT.
SIP Outbound Settings are provided by the SIP server provider and are used by QuadroCS to reach the selected SIP server. If an Outbound proxy
is specified for a conference, all outbound SIP calls are made through that outbound proxy.

SIP Outbound Proxy address requires the IP address or the host name of the outbound proxy.
SIP Outbound Proxy Port requires the port number on which QuadroCS may reach the outbound proxy.

SIP UserlD requires a user ID to for authentication on the SIP server. The UserlD may be requested by some SIP servers. If not required,
the field should be left blank.
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Duplicate is used to generate a new conference with the settings of an exiting one. To use the Duplicate button only one record may be selected.
The Duplicate button opens the Conference Wizard where some of the basic settings of the selected conference are already filled in. Basic

settings for the new conference (like password or username) will still be required.
Activate is used to activate the selected conference(s).
To Add a Conference

©CoNOGOMWNE

Press the Add button on the Conferences page. The Conference Wizard appears in the browser window.
Enter the desired conference number in the Conference ID text field.

Define the conference Subject and Description in the corresponding text fields if needed.

Define the Moderator and Participant Passwords and confirm them.

Define the conference Max. Duration in the corresponding text field.

Choose a Recording Space from the homonymous drop down list to assign a percentage of memory to the corresponding conference.

Enable Leave Active checkbox for the conference to remain active even when all participants have left.
Press Next to move to the conference SIP Registration Settings configuration page.

Provide the SIP Registration Password and confirm it in the corresponding text fields.

Define the Registration SIP Server and SIP Port in the corresponding text fields.

Provide SIP Outbound Proxy Address, SIP Outbound Proxy Port and SIP User ID if needed.

Press Finish to arrange the conference with the defined settings.

To Delete a Conference

1.

2.
3.

To remove a conference and its settings select one or more checkboxes of the corresponding conferences that should be deleted from the

Conference Management table. Press Select all if all the conferences should be deleted.
Click the Delete button on the Conference Management page.

Confirm the deletion by clicking Yes. The conference will then be deleted. To abort the deletion and keep the conference in the list, click No.
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Conference Codecs

To establish IP voice communication, both parties have to use the same codec. During setup of the communication line, the codec is negotiated. If
the caller does not find a matching codec, the communication won't start. If you want to be reachable by all IP callers, it is helpful to support as many
codecs as possible. In this case, all codecs that Quadro supports should be added to the Active Codecs' table. On the other hand, some codecs
require significant bandwidth- up to 64 kBit/s. If you definitely don't want to use these codecs, you must remove them from the Active Codecs' table.

The Conference Codecs page displays a list of Quadro
Active Codecs.

The table Active Codecs lists active voice codecs for the
selected line that are supported by Quadro. The order of
records in the Active Codecs' table is important for
transmitting and receiving. A codec placed at the top of the
table will be used as the preferred codec. If the remote
party does not support the preferred codec, the following
codecs will be tried out strictly in the top down order given
in the Active Codecs' table.

Each record in the table has an assigned checkbox. It is
used to select the record to be deleted or moved up or
down. The following error message results if no records are
selected and the user activates the delete button: “No
records selected”. At least one codec must be attached to
the line, when attempting to delete the last one the error will
occur: “At least one codec should stay in the codec list”.

Add opens the Add Entry page where the user may add
codecs supported by QuadroCS. The voice codec defines
the voice compression algorithm for the incoming and
outgoing DSP packages.

Codecs lists all codecs supported by Quadro. If no more
codecs are available (all available codecs have already
been transferred to the Active Codecs' table), the Add
Entry page will display the message “No Available Codecs”
instead of the drop down menu.

The Move Up/Move Down buttons are used to move the
selected codec one level up or down in the table.

Main System Conference Management Metwork Uplink Settings A P YP:'
Host Mame: conference134
Conference Codecs
Conference ID: 333
Active Codecs:
Add Delete Selectall Inverse Selection Move up Move down
Codecs
0| G710 (PCW audio coding standard, & kHz sample rate, 8 hits, 64 khit's data rate)
0 | G.711a (PCM audio coding standard, 8 kHz sample rate, 8 bits, 64 kbit's data rate)
0 | G 726-16 (ADPCM speech coding at 16 kbit/s rata)
O | G 726-24 (ADPCM speech coding at 24 kbit/s rate)
O | G726-32 (ADPCM speech coding at 32 kbit/s rate)
Back Help
Copyright (C) 200 Epygi Technalagies, Ltd. All rights reserued
Fig. 0-35 Conference Codecs List
Main System Conference Management HNetwork Uplink Settings f [) YS ‘
Host Mame: conference194
Conference Codecs - Add Entry
Conference ID: 333
Codecs: [6.726-40 (ADPCM speech coding at 40 kbit/s rate) 1|
Save | Back Help
Copyright (C1 2004 Epyai Technologies, Ltd. All rights resaned

Fig.0-36 Conference Codecs — Add Codec page

QuadroCS (SW Version 3.0.x)

24



QuadroCS Manual I1: Administrator's Guide Administrator's Menus

SIP Settings

The SIP Settings provide information on the SIP receive UDP and TCP ports and allows to select DNS server configuration for SIP and SIP timers
scheme.

Main  System Users Telephony Internet Uplink LAN Services @ ep vg 1
7

TQuadra226

SIP Settings

UDPF Fort [5060
TCP Port 5060

[ Enable Session Timer
DMNS server for SIP

© Use default| Use the DS defined in the network settings

® Specific SIPDNS 1 182 168 77 19 IP-Clipboard
SIFLNS 2 fro 20 30 10 IP-Clipboard

SIP timers

UDP Port indicates the SIP UDP (User Datagram Protocol)
receive port number. By default 5060 is selected and used. The € RFC3261 Alltimers according to the standard
SIP UDP port cannot be in the selected RTP/RTCP port range
for FXS and IP lines (see RTP _Settings), otherwise the “Mapped

© High availability | The retry periods are shartened

port for SIP shouldn’t be in RTP port range” error appears. @ Custorn All imers according to the standard, except
TCP Port indicates the SIP TCP (Transmission Control Registration timeout [igmn ] second(s)
Protocol) receive port number. By default 5060 is selected and Registration failure fimeout 2T second(s)
used. Transaction duration Bz =secondis)
<)

Please Note: Quadro will not use TCP protocol as a transport

! T 5 fresh ti d
for SIP messages if the TCP Port field is left empty. ession refresh timeout 180077 second(s

Enable Session Timer enables advanced mechanisms for gae | gack | _ ren |
connection activity checking. This option allows both user
agents and proxies to determine if the SIP session is still active. CoP S DS Trva e L e et

Fig. 11-37: SIP Settings page

The DNS server for SIP radio button group allows to choose between regular DNS servers configured in the DNS Settings page and specific DNS
servers for the SIP traffic.

e  Use default is used to apply regular DNS servers for the SIP traffic.

e  Specific is used to enable SIP specific DNS servers. For this selection, both primary and secondary SIP DNS servers should be defined in the
SIP DNS 1 and SIP DNS 2 text fields. At the least, a primary DNS server should be inserted.

The SIP Timers radio button group is used to define the timeouts of the SIP messages retransmission.
e RFC 3261 will apply standard SIP timers described in the corresponding specification.

e  High availability will apply SIP timers to shorten the call establishment, registration confirmation and registration failure procedures. This
selection provides more firmness to the SIP connection but increases the network traffic on the Quadro.

e  Custom allows defining manually the Registration Timeout, Registration Failure Timeout, Transaction Duration and Session refresh
timeout SIP timers (in seconds).
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RTP Settings

The RTP Settings page allows the administrator to configure the codec’s packet size and silence suppression for each voice codec, to select the
G726 codec standard, to define RTP/RTCP port range and to enable the RTCP support. All parameters listed on this page may be modified and

submitted.

Main System Conference Management Network Uplink Settings ( _(’-r;\ g
. Conferencedd
RTP Settings
Codec Properties:
Edit
. . . Packetization Silence
The Codec Properties table lists all codecs with the Codecs Interval Suppression
c_orrespondlng packetlzatlon interval and information about [0 PCM audto coding standerd, @ ki . .
silence suppression. sample rate, 8 bits, 64 khit/s data rate)
Edit opens the Edit RTP Settings page where the codec [ | G712 (PCM audio coding standard, 8 kHz 20ms Yes
settings can be modified. To use Edit, only one codec may be sample rate, & bits, 54 kbitfs data rate]
selected at a time, otherwise an error occurs: “One record o | & 726-16 (ADPCM speech coding at 16 kbit's 30 Ves
should be selected”. rate)
. . . . . G.726-24 (ADPCM speech coding at 24 kbit's
The Packetization Interval is the time interval between two B vate) ( . ¢ 20ms es
RTP packets of _the same stream. If the |nte_rval is |ng:reased, o | 572632 (ADPCM speech coding a 22 Faits - o
the overhead is decreased but the voice quality may rate)
deter'ior_ate as a result. If the intgrval is decreased, the network o |3.726-40 (ADPCM speech coding at 40 kbivs o e
load is increased and the delay is reduced. rate)
Silence Suppression disables RTP packet transmission in m %.tgga {CS-ACELP speechcoding at 8 1bitfs | o g Yes
case of no voice activity. This feature helps to avoid extra
traffic if the RTP stream contains no voice. It is activated after 2 a| ?8-53 (MP-MLQ spasch coding &t 6,3(3 3] KeIUS | 30 g Yes
seconds of silence and restarted immediately if any audio - -
appears. - \rétBe()Z (internet Low Bit Rate Coder at 13 33 kbit/s 30ms Vas
The G.726_Standard radio buttons are usgd to select the type ©.726 Standard:
of packaging the G.726 code words into octets. If you
experience problems with G.726 voice quality having one of @ Use ITU-T specification
these packaging types selected, try the other one. © Use IETF RFC
e |f Use ITU_T specification is selected, the ITU 1.366.2 RTP/RTCP Port Range for Participants:
(“AAL2 type 2 service specific convergence sublayer for vin T
narrow-band services”) type packaging of code words is
used, where packing code words into octets is starting from Man [7959
_thehmost significant rather than the least significant position [ Telephane Event Draft Suppart
in the octet. [ Enable RTCP Support
o |f Use IETF RFC is selected, the IETF RFC (“RTP Profile for E Bl Help
Audio and Video Conferences with Minimal Control”) type
packaging of code words is used, where packing code words Copyright (€200 Epyai Techmolagies, Lid A1l ihis remved

is starting from the least significant position in the octet.

RTP/RTCP Port Range for Participants:

Min — minimal port has to be higher than 1024 and lower than the maximal port range. Only even numbers are allowed.
Max — maximal port has to be lower than 65536 and higher than the minimal port range. Only odd numbers are allowed.

Fig. 11-38: RTP Settings page

As the specified maximum port has to be higher than the minimum port, the error message “Min port number should be less than max port number”
will occur if this condition is not met. The port range may consist of digits only, otherwise the error “Incorrect Port Range: only Integer values
allowed” occurs. The difference between Max and Min RTP ports should be 50 ports or less (according to system capabilities) otherwise a
corresponding warning appears. RTP/RTCP Port range cannot include the defined SIP UDP port. Otherwise “Mapped port for SIP shouldn't be in
RTP port range” error appears.

Telephone Event Draft Support enables telephony events transmission according to the draft-ietf-avt-ric2833bis-04. The checkbox needs to be
toggled if the SIP destination party phone or IVR has problems recognizing DTMFs generated by the Quadro.

Enable RTCP Support checkbox enables Real Time Control Protocol support and allows the transmission of RTCP packets. RTCP protocol is used
for monitoring the RTP streams and changing RTP characteristics depending on the Network conditions.
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Main System Conference Management Network Uplink Settings @‘. pyg i

conference!94

RTP Settings - Edit Entry

G.726-16 (ADPCM speech coding at 16 kbit/s rate)

The RTP Settings — Edit Entry page contains two drop down
lists and a checkbox:

Packetization Interval contains possible values (in
milliseconds) to be configured for the selected codec. swe | Back | LTI

The Enable Silence Suppression checkbox selection enables
voice activity detection for the selected codec.

Packetization Intervalims). (30 2

7 Enable Silence Suppression

Copyright (C) 2004 Epyai Technolagies, Ltd. All rights resenved

Fig. 11-39: RTP Settings — Edit Entry

To Edit Codec Parameters

1. Select the codec from the Codecs Table that is to be edited.

2. Press the Edit button on the RTP Settings page. The Edit Entry page will appear in the browser window.
3. Change values in Packetization Interval and/or enable/disable Silence Suppression.

4. To save the codec settings press Save or click Back to keep the initial data.
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NAT Traversal Settings

NAT Traversal Settings page consists of five separate pages to configure SIP NAT parameters, RTP and STUN parameters for NAT and a page

where the NAT Exclusion table may be filled.

The SIP Parameters page is used to configure NAT specific
settings for SIP. It consists of two independent group of settings:

UDP Parameters:
Manipulation radio buttons allow to select the type of connection
over NAT:

e Selecting Use STUN will switch to automatic discovery of
Mapped settings for the SIP UDP traffic over NAT. STUN
settings are configured in the STUN parameters page (see
below).

e Selecting Use Manual NAT Traversal allows to define
manually the mapped settings for the SIP UDP traffic over
NAT:

Mapped Host requires the IP address of the mapped host
for SIP UDP traffic over NAT.

Mapped Port requires the port number on the mapped
host for the SIP UDP traffic over NAT.

TCP Parameters:
Mapped Host requires the IP address of the mapped host
for SIP TCP traffic over NAT.
Mapped Port requires the port number on the mapped
host for the SIP TCP traffic over NAT.

The RTP Parameters page is used to choose between the
STUN and Manual NAT traversal connection for the RTP traffic
and to define the RTP/RTCP ports for the connection over NAT
for each voice module.

Manipulation radio buttons allow to select the type of connection
over NAT:

® Selecting Use STUN will switch to automatic discovery of
Mapped settings for the RTP UDP traffic over NAT. STUN
settings are configured in the STUN Parameters page (see
below).

e Selecting Use Manual NAT Traversal allows to manually
define the RTP/RTCP port ranges for the RTP traffic over
NAT:

Mapped Host requires the IP address of the mapped
host for RTP traffic over NAT.

Mapped Ports:

Min — minimal port number has to be higher than
1024 and lower than the maximal port range. Only
even numbers are allowed.
Max — maximal port number has to be lower than
65536 and higher than the minimal port range. Only
odd numbers are allowed.
Please Note: RTP/RTCP Mapped Port range should be more or
equal to the RTP/RTCP port range defined on the RTP_Settings
page.

Main System Conference Management Network Uplink Settings

epygi

conferencelS4

NAT Traversal Settings

SIP Parameters RTP Parameters STUN Farameters MAT Exclusion Table

UDP Parameters TCP Parameters

e [Use sTUN tapped Host
@ | Use Manual NAT Traversal gl (5. |16 12 ml

Mapped Host: Mapped Port

7z | [es | im | fea [IP-Cip Eie
Mapped Port
5620
Save | Back | Help
Copyright (C) 2004 Epygi Technologies, Ltd. All ights reserved
Fig.0-40 SIP Parameters page
Main System Conference Management HNetwork Uplink Settings

epyai

conferencel94

NAT Traversal Settings - RTP Parameters - Add Entry

SIP Parameters RTP Parameters STUN Parameters MNAT Exclusion Table

Voice module Parameters (IP: dynamic)

© | Use STUN

Use Manual MAT Traversal
Mapped Host

AR A e
Mapped Ports
Ivlin: |4040
Iz |5099

Sava | Back |

Help

Copyright (C) 2004 Epyai Technalogies, Ltd. All ights reserved

Fig.0-41 RTP Parameters page
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The STUN Parameters page enables automatic NAT
configuration through the STUN server and is used to configure
the STUN (Simple Traversal of UDP over NAT) client on the
Quadro. The page requires following data to be inserted:

The STUN Server text field requires the STUN server's
hostname or IP address. The STUN Port text field requires the
STUN server port number.

The Polling Interval drop down list contains the possible time
intervals between referrals to the STUN server.

The Keep-alive interval text field gives the possibility to select
the time interval (in seconds) for keeping NAT mapping alive.

Main System Conference Management Network Uplink Settings

epygi

conferencel 4

NAT Traversal Settings

SIP Parameters RTP Parameters STUMN Parameters MNAT Exclusion Table

STUM server W

STUM Port Bms

Polling interval [Theur =]

Keep-alive interval IWZU— second(s)

Save | Eack |

Help

Copyright (2) 2004 Epygi Technelogies, Lid. Al ights reserved.

Fig.0-42 STUN Parameters page

The NAT Exclusion Table page includes a table where all possible LAN IP ranges are listed that allows to exclude some network addresses from
being NATed. For example, if you have several Quadros with a SIP proxy server within the same local network, then NAT (Network Address
Translation) should not be used for those devices. If this type of network configuration exists, and NAT traversal must be used, then this table must
be filled in first before enabling NAT traversal. Otherwise, a malfunction may occur in SIP operations.

The NAT Exclusion Table page offers the following input options:

Each record in the table has its checkbox assigned to its row. It is used to delete or to edit the corresponding record. An error occurs if ho records

are selected and the user activates the delete or edit button:

“No records selected." The error message "One record should be selected” is

displayed, if the user tries to edit more than one record at the same time. Each column heading in the table is created as a link. By clicking on the
column heading, the table will be sorted by the selected column. Upon sorting (ascending, descending), arrows will be displayed close to the column

heading.

The Add Entry page includes the following text fields:

Add opens the Add Entry page where new LAN IP range
can be added.

Edit opens the Edit Entry page where the LAN IP range can
be modified. The page includes the same components as the
Add Entry page.

The NAT Exclusion Table lists all possible LAN IP ranges
that are not included into the NAT process, but may be
accessed directly. IP addresses that are not listed in the NAT
Exclusion Table are accessed over NAT.

IP address requires the IP address that is placed behind
NAT within the LAN network.

Subnet Mask requires the subnet Mask corresponding to the
specified IP address.

Configuring the NAT Exclusion Table

Main System Conference Management HNetwork Uplink Settings epys i
conference!94
NAT Traversal Settings
SIP Parameters RTP Paramsters STUN Parameters NAT Exclusion Table
Add Edit Delete Selectall Ihverse Selection
IP address Subnet Mask
0| 17230500 2552552550
0| 19216800 295255255 255
0210000 255000
0102500 255255255255
Back Help
Copyright () 2004 Epygi Technologies, Ltd. Al rights reserved
Fig.0-43 NAT Exclusion Table page
Main  System Conference Management Network Uplink Settings

epysgi

conferencel34

NAT Traversal Settings - NAT Exclusion Table - Add Entry

SIP Parameters RTP Parameters STUM Parameters NAT Exclusion Table

IP address

frz [ _IP-cip |
Subnet Mask

== = f _IP-Clip |

Save | Back |

Help

Copyright (C) 2004 Epygi Technalogies, Ltd. All rights reserved

Fig.0-44 NAT Exclusion Table - Add Entry page

1. Pressthe Add button on the NAT Exclusion Table page. The Add Entry page will appear in the browser window.
2. Specify an IP Address and its Subnet Mask in the corresponding text fields.
3. Press Save on the Add Entry page to add the selected IP range to the NAT Exclusion Table list.
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To Delete an IP_ Range from the NAT Exclusion Table

1. Select the checkboxes of the corresponding IP range(s) that ought to be deleted from the NAT Exclusion Table. Press Select all if all IP

ranges ought to be deleted.
2. Press the Delete button on the NAT Exclusion Table page.
3. Confirm the deletion with Yes. The IP range will be deleted. To abort the deletion and keep the IP range in the list, press No.
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Statistics

The Statistics page consists of three pages with conference statistics on the first page, successful call statistics on the second page and the
statistics settings on the third page. Statistics allows collecting conference call events on the QuadroCS with their parameters and to search them by
various criteria.

The Statistics Settings page contains the following components:

The Enable Call Reporting checkbox enables conference calls
statistics reporting.

. Main System Conference Management Network Uplink Settings @'o p yg‘ i
The Maximal Number of Conference Call Records drop down ©
i i i isti . 4 P . conferencel94
list is used to select the maximum number of statistics records to Statistics - Statistics Settings
be collected and shown in the Statistics table.
If the record number exceeds the numbers specified in this drop Confersnces Successful Calls Stafistics Settings
down list, the oldest record will be deleted automatically.  Enable Call Reporting
The Download Call Statistics link is used to download all Mendmal Mumber OF Conference Call Records: [100 3
statistics in a file that can be viewed with the simple text editor. Download Cal Statistics
Please Note: If you consider the statistics entries in the displayed Clear all Records
tables to be important, it is recommended to download the e | Bk | o

statistics prior to Firmware Update which will clear all statistics on
the QuadroCS.

The Clear all Records button is used to clear all displayed
statistics.

Copyright () 2004 Epygi Technolagies, Ltd. All rights resenved

Fig. 11-45: Call Statistics Settings page

The Conferences page displays a table with detailed information
(Activation Time, Conference Duration, Participants Count,
Activation Reason and Activation Details) about the established
conferences and gives the possibility to view the component calls
of a particular conference.

To do so, click on the corresponding conference ID. To view all
calls directed to or dialed out of the QuadroCS, move to the
Successful Calls page where the call details table (Activation Statistles - Conferences
Time, Conference Duration, Participant, Call Start Time and Call
Duration) is displayed.

Each column heading in the aforementioned tables is made as a
link. By clicking on the column heading, the tables will be sorted by
the selected column. Upon sorting (ascending or descending),
arrows will be displayed close to the column heading.

Ma System  Conforence Mamagement  Network Lok Settings —

Conferences

Number of Records | Conf Total Duration | Conf Maximum Duratlon T Conf Average Duration I Conf Minimum Duration

it I = =
For both Conferences and Successful Calls pages, the statistics fom [ : . | A
summary and the search components are present. el |, [=E B == |

The statistics summary contains the Number or (Call) Records
that disp|ays the total number of conference entries or successful ConfiD - Activation Time Conference Duration | Participant Count | Activation Reason Activation Details
calls in the corresponding tables. Additionally Conf Total Bt o Lo o 5 |3 M
Duration, Conf Maximum Duration, Conf Average Duration and
Conf Minimum Duration columns provide information about the
total, maximum, average and minimum durations of the
conferences.

Search components allow to filter the Conferences or Successful
Calls tables:

The ConfID text field requires the ID of the conference call. Only
numeric values are allowed for this field.

The From and To text fields above the Activation Time column
are used to search conferences by its activation date and time.
This data must be entered in the following format: dd-mm-yyyy
hh:mm:ss. However, the time criteria are optional. From requires
an earlier date and time than the To date and time. If the entered
data does not meet this condition, the error message “Minimal
date should be less than maximal date” is displayed and statistics
filtering is aborted.

The From and To drop down lists above the Conference
Duration column are used to search by conference duration. The
duration has to be selected from the listed values. The From field
has to indicate a smaller value than the To field. If the inserted T i | S5 o : :
data does not meet this condition, the error message “Minimal — e
duration should be less than maximal duration” prevents statistics
filtering.

Fig. 11-46: Call Statistics page

The From and To text fields above the Participant Count column are used to search by the number of participants in the conference. You can
perform manual, trigger or scheduled searches of conferences by using the Activation Reason text field.
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Conferences can be searched by their activation details by using the Activation Details text field. The following options are available:
For Manual, the Admin or Moderator; for Trigger, the callers' address; and for Schedule, date and time.

Call participants can be searched by their SIP addresses (see chapter Entering a SIP Addresses correctly) by using the Participant text field located
in the Successful Calls table. If the defined SIP address is inserted incorrectly, the error “Participant address is incorrect” will prevent filtering.

The From and To text fields above the Call Start Time column in the Successful Calls table are used to search incoming or outgoing calls by the
call start date and time. The data has to be entered in the following format: dd-mm-yyyy hh:mm:ss. The time criteria are optional. From requires an
earlier date and time than the To field. If the entered data does not meet this condition, the error message “Minimal date should be less than
maximal date” prevents statistics filtering.

The From and To drop down lists above the Call Duration column in the Successful Calls table are used to search by the call duration. The
duration has to be selected from the listed values. The From field has to indicate a shorter duration than the To field. If the inserted data does not
meet this condition, the error message “Minimal duration should be less than maximal duration” prevents statistics filtering.

Filter performs a search procedure by the selected criteria. The search may be done with several criteria at once.

To Enable/Disable the Statistics

1. Enter the Statistics Settings page.

2. Select/deselect the Enable Call Reporting checkbox to enable/disable conference statistics recording.

3. If enabling the statistics, the maximum number of records to be stored in the statistics table should be selected from the corresponding drop
down list.

4.  Press Save to apply the new configuration.

To Filter the Statistics

1. Enter the desired criteria fields.
2. Press the Filter button to search the call reports within the Statistics table.
Please Note: To return to the complete Statistics Table clear all search criteria and press Filter.

To Reset the Statistics

1. Press the Clear All Records button in the Statistics Settings page.
2. Confirm the deletion by clicking Yes. The conference statistics will be deleted. To abort the deletion and keep the statistics information, click
No.

QuadroCS (SW Version 3.0.x)

32



QuadroCS Manual I1: Administrator's Guide Administrator's Menus

Call Routing Table

The Call Routing service simplifies the calling procedure for Quadro users, i.e., SIP or IP-PSTN can be accomplished in the same way. With Local
Routing, each Quadro uses its routing resources set by the Quadro administrator in the Local Routing Table. No SIP registration is needed to
make routing calls.

Main = System Conference Management Network Uplink Settings @vpy@,i
R R conferencel94
Call Routing - Local Routing
Enable Disable Add Edit Delete Selectall Inverse Selection Move Up Move Down Move To
ID | State Pattern NDD | Prefix | Call Type | Destination Address | CEP | ML | Fail Reason Metric | Description
0 [1 |Enabled |5654001 (4 |09  |IPPSTN [10.20.3.15:5641 Yes | Wrong Number | 10 gﬂ,‘;ﬁm‘”h
[0 |2 |Disabled | 8* 1 SP sip.epygi.com Yes MNone 10 Igrﬁke ==
|2 |Enabled |22 2128 |SP 197 168 75 138:5000 | Yes Mone 1
Defining patterns in the Local Routing Table 0 |4 |Enabled [10442188 |2 |9 |IP-PSTN | sip epygi come120 Yes | Busy A
avoids registering Quadro at the routing
management server and gives a possibility to MDD e ot Do i
establish a direct connection to the destination or to SrHmpsrorbisearied it
use a SIP server for call routing. CEP - Call End Point
The Local Routing Table lists manually created ML - Wulliple Logons
routing patterns with their parameters (pattern Back Help
number, state, routing settings’ metric and Copyright (C) 2004 Epwai Technolagies, Ltd All ights reserved
description). Fig. 0-47 Local Routing Table

Since Local Routing Table may have multiple entries that could match to same pattern, the table will be internally rearranged according to the rules
with these consequences:

® The pattern matching best to the Best Matching algorithm will have the higher position in the rearranged list

e |f multiple patterns equally match to the Best Matching algorithm, the pattern with the lower metric will get the higher position in the rearranged
list

e [f the multiple patterns with the same metric have been matched to the Best Matching algorithm, the pattern in the higher position in the table
will get the higher position in the rearranged list.

The pattern in the highest position of the rearranged list will be considered as the preferred one. Second and subsequent matching patterns will be
used, if the destination refused the call due to the configured Fail Reason.

The Enable/Disable functional buttons are used to enable/disable the selected route(s). Disabled routes will take no effect while enabled routes will
be parsed when initiating routing calls. The State column in the Local Routing Table displays the current state of the routes (enabled/disabled).

Add starts the Local Call Routing Wizard where a new routing pattern may be defined. The Local Call Routing Wizard is divided into several
pages: Page 1 displays the following components:

The Pattern text field requires entering the routing pattern identification. To make a specified call, the appropriate routing pattern should be dialed.
Error message prevents saving a routing pattern, when pattern starts with the 0. Wildcard symbols are allowed here. '[', 7", "), -, {", '} are used to
define a range or a quantity of numbers, ‘" symbol is used for exclusion (“!5a” inserted in Pattern field means all patterns except those equal to 5a).
For example, 2{13-17, ww, a-c} means that the dialed number may be 213, 214, 215, 216, or 217, 2ww, 2a, 2b and 2c to match the specified

pattern; in the case of 2[3,7], the dialed number may be 23 or 27 to match the specified pattern.
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Number of Discarded Symbols (NDS) requires the number of
symbols that should be discarded from the beginning of the
routing pattern. The field should be empty if no digits need to be
discarded. Only numeric values are allowed for this field,
otherwise an error message occurs: “Error: Number of
Discarded Symbols is incorrect - digits allowed only”.

Prefix requires entering the symbols (letters, digits and any
characters supported in the SIP username) that will be placed in
front of the routing pattern instead of the discarded digits.

Suffix requires entering the symbols (letters, digits and any
characters supported in the SIP username) that will be placed in
the end of the routing pattern. (For example, if the routing
Pattern is 12345, the Number of Discarded Symbols is two,
and the Prefix is 909 and Suffix is Oa, the final phone number
will be 9093450a.)

Call Type gives a possibility to select the call type (SIP or IP-
PSTN).

Metric allows entering a rating for the selected route in a range
from 0 to 20. If no value is inserted to this field, 10 will be taken
as the default. If two route entries match a user’s dial string, the
route with the lower metric will be chosen.

The Description text field requires an optional description of the
routing pattern.

The second page of the Local Routing Wizard contains
different components depending on the Call Type selected on
the previous page.

Use Conference Settings allows to select the conference on
behalf of the call that will be placed. The SIP settings of the
selected conference will be used as the caller information. If no
entry is selected in this list, the original caller information will be
kept. When Keep original DID checkbox is selected, called
destination will receive the original caller's information, rather
than the information of conference selected from the Use
Conference Settings list.

The Destination IP Address text field requires the IP address
of the destination (for a direct call) or the SIP server (for calls
through the SIP server).

The Destination Port text field requires the port number of
either the destination or the SIP server.

The User Name and Password text fields require the
identification settings for the public SIP server or servers
requiring authentication.

The Call End Point (CEP) checkbox defines whether the
destination is the end point (the specified user phone will ring) or
a remote destination routing table that should be parsed for
matching patterns to continue the call routing.

The Multiple Logons (ML) checkbox is available for IP-PSTN
call type only and allows or denies multiple logon to the public
SIP server with the same username at the same time.

Main = System Conference Management Network Uplink Settings @ ep Vg]
J

TCuadroZ25

Local Call Routing Wizard

Routing Call Type - Add Entry
Pattern: 10552310 (wildcard supported)
Number of Discarded Symbols: |2
Prefix: 9
Suffix: 0a
Call Type: FEX =
Metric: 10
Description: To Epyai Tech Support
Previous: | | Mext | ‘ Cancel | ‘ Help ‘

Copyright (£} 2005 Epyai Technalagies, Ltd. All ights resenved

Fig. 0-48 Local Routing Wizard — Page 1

Main = System Conference Management Network Uplink Settings @ ep Vg]
J
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Local Call Routing Wizard

Routing Call Settings - Add Entry

Use Conference Settings: | 5698 | [Keep original DID

216.26.97.15
5063

Destination Port:

Usermname: quadro_user
Password:

Fail Reason: Busy i

Frewious | | Mest | | Cancel | ‘ Help ‘

Copyright (C) 20056 Epyai Teshnologies, Ltd. All rights resenved

Fig. 0-49 Local Routing Wizard — Page 2

Fail Reason offers a list of failure reasons (cannot establish connection, wrong number, busy, none and any). If the destination you wish to call is
unavailable, busy, or the dialed number was incorrect (depending on the selected Failure Reason), the local routing table will be parsed for the next.

The Move Up/Move Down buttons are used to move the local routing patterns one level up or down within the Local Routing table. The sequence
of the routing patterns is important as the Local Routing table is parsed from the top down and routing will take place according to the first pattern
that matches the dialed number. The Move To button is used to move the selected entry to a different position in the Local Routing Table, which will
increase or decrease the selected pattern’s priority. Pressing this button will open a page to specify the row number and the desired position of the

selected entry (before or after the defined row).

To create Local Routing pattern

Press the Add button on the Local Routing page.
Select the Call Type from the drop down list.
Specify the Pattern in the corresponding field.

Enter a Description if needed.
Click Next.

Nogap,rowbnpE

Select the Number of Discarded Digits and Prefix if required.

Click on the Local Routing Table link on the Call Routing page.
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8.  Specify the Destination IP Address, the Port Number, the Username, the Password and the Call End Point if required. For IP-PSTN calls
enable Multiple Logons if necessary.

9. Choose a Fail Reason from the corresponding drop down list.
10. Press Next.

11. Press Finish to create a local route with the inserted settings.
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Recording Common Settings

The Recording Common Settings page is used to configure the memory allocations for recorded conferences. QuadroCS allows USB Flash
Memory for conference voice data file storage. USB Flash Memory is basically a portable hard drive. Using flash memory, the USB Flash Disk is
compact, lightweight, durable and easy to use. USB Flash Disk can be plugged into the available USB port on the QuadroCS.

Main System Conference Management Network Uplink Settings @(, pyg i

conference! 94

The Memory Allocation manipulation radio buttons give you a Recording Common Settings

choice between embedded memory or external USB storage.
A A Memory Allocation:
e Selecting Embedded Memory Storage will save recorded

conferences internally. @ Embedded Memary Storage
e Selecting External USB Flash Memory allows to save @ Edemnal USE Flash
recorded conferences on the external USB device Clear USS Flash |
attached to the QuadroCS. This will save the space on the gave | Back Help

QuadroCS. Selecting the External USB Flash and saving
the page settings will start the USB Flash Memory Copyiiaht (12004 Epygi Technologies, Lid. All ights reserve d
automatic configuration.

Fig. 11-50: Voice Mail Coming Settings page

The USB Flash Memorymust be formatted to be available on the QuadroCS. Confirmation message will ask for the USB Flash Memory formatting
verification.

Attention: Formatting will erase all data on your USB Flash Disk.

Once the USB Flash Memory has beed formatted, it can be used by QuadroCS again and again. Every time plugging the USB Flash Memory to the
QuadroCS, it will be automatically available. For safely remove the USB Flash Memory will be automatically unmounted first. Error messages appear
either when formatting, mounting and unmounting procedures were unsuccessful and when USB Flash Memory is either write protected or
undetected.

Attention: It is highly recommended to select the Embedded Memory Storage prior to unplugging the USB Flash Memory. Otherwise data stored on
the USB Flash Memory may be corrupted or lost. It is recommended to wait at lease ten seconds after removing USB Flash before inserting a
different one, otherwise the system may not detect the new device.

When attaching the USB Flash Memory to the QuadroCS, its voice data (if any) will automatically be moved from the QuadroCS'’s flash to the USB
Flash Memory. If the USB Flash Memory is too small to fit the recorded conferences on the QuadroCS, the administrator is allowed to choose
between removing the recorded conferences from the QuadroCS’s Flash and switching to the External USB Flash mode or to leave the recorded
conferences on the QuadroCS and continue using the Embedded Memory Storage mode.

Please Note: As QuadroCS allows the use of both its local flash space and the External USB Flash Memory, recorded conferences can be stored in
both locations depending on the selected Memory Allocation mode. So if a user complains about the loss of a specific conference that was to be
recorded, please verify the memory allocation mode the QuadroCS was in at the time the conference was to have been recorded.

The Clear USB Flash button appears only when the USB Flash Memory Stick is attached to the Quadro and is used for erasing the USB Flashes'
Memory.

Below is the list of USB Flash Memory devices tested and functional with the QuadroCS.
San Disk Cruzer mini 256MB
JMTek 128MB

JMTek USBDrive 32MB

Apacer 64MB

Pen Drive 64MB

Seitec 256MB

Lexar JumpDrive 128MB

Orange 128MB

QuickDrive 128MB

Kingston 128MB

11. LinkSys Instant USB Disk 128MB
12. DiskGo Edge Digital Media 128MB

© ® N o 0 & 0 N PR

.
©

Attention: It is strongly recommended to use one USB Flash Memory. Two sticks cannot be used simultaneously.
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Mail Default Settings

Mail Default Settings page is used to define the email templates

used in the automatically generated emails from the Quadro
Conference Server to the conference participants. Two email
templates can be defined on this page: for the conference
invitation email and for the conference activation email.

Each template should be defined in the corresponding text field.

Additionally, functional tokens can be used to automatically insert

the Conference ID, Subject, Description, Participants, Password,

Scheduling information, as well as a possibility to display the time

remained until the conference will start, etc.

All these tokens can be inserted by using the links on the right side

of the page.

Please Note: Changing the body of the token will disable the token

function and will be implied as a simple text.
The Restore Defaults button is used to restore the defualt mail

templates. Using this button, all user defined mail templates will be

lost.

Main System Conference Management

Mail Default Settings

Conference Creation Default Mail

Hetwork

Uplink Settings

Dear Participant,

Conference Details:

Conference ID: <@ !conf_id!@>
Subject: "<@!subject!Bx"
Description: "<@!description!@s"

Participants: <@!participants!@>

Conference Activation Default Mail

You have been invited to a conference.

Participant password: <B!passvord!@>

Dear Participant,

Conference Details:

Conference ID: <Blconf_id!@>
Subject: "<@!subject !B
Description: "<@!description!@s"

Restore Defaults

Save | Back |

Copyright (£) 2004 Epygi Technolegies, Lid. All rights reserved.

Participant password: <B!password!8>

The conference you have been invited to is to be
activated in <@ !time_to_activation!B>.

©pvai

conference] 26

Conference 1D
Subject
Descliption
Password

Participants List
Scheduls List

Conference 1D

Subject

Desctiption

Password

Participants List

Remained Time To Activation

Help

Fig. 11-51: Email Default Settings page
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Network Menu

Hetwork
05 Settings
DHCP Sattings

QuadroCS Management

Main  System Conferance Managamant Uplink Senings

@y

Network

e @PYSI

+ Systemn
» Conference Manadgement
+ Mebwork

o DNS Settings

o DHCP Settings

» Lplink Settings
» Contact
s Feature Codes
« Help
» Logout
Back
Home Logout
Copyright 2005 Epyai Technologies, Ltd. All rights reserved.
Fig. 11-52 Network Dynamo Menu Fig. 1-53: Network Tree Menu
DNS Settings
Main System Conference Management Network Uplink Settings @(‘p}"-‘,i
The DNS Settings page gives the possibility to setup a name R ——
server for the QuadroCS. It consists of the following DNS Settings
components:
NameserverAssignment radio buttons: Mameserver assignment
. . . ] oD lly b d
e Dynamically by provider automatically configures the YTATCATy Py P
assignment of the name server address from the provider @ Fixed Nameserver Adoress | ver fe [ FF Lecis
party.
e Fixed Nameserver address - manually selected name Alernative Nameserver: (18207 i@ [ e [EEGigl)
server. The Nameserver text field requires the IP address
of an external name server. The Alternative Nameserver Save Back Help
text field requires the IP address of the secondary name
server. The Alternative Nameserver is used if the main Copyright(C) 2004 Epygi Teshnologias, Ltd. Al fghis resarved.
name server cannot be accessed. Fig. II-54: DNS Settings page
DHCP Settings
The DHCP Settings page gives the possibility to enable a
DHCP server and control the QuadroCS user’'s LAN settings.
Thus QuadroCS LAN users will be provided automatically with
the following settings using the configured parameters:
® |P addresses
® NTP (corresponds to the QuadroCS’s IP address)
® WINS server
e Nameserver (corresponds to the QuadroCS'’s IP address)
e Domain name Main System  Conference Management Hetwork Uplink Settings @vpyqi

The page DHCP Settings offers the following input options:

Enable DHCP Server
QuadroCsS.

IP Address Range defines a range of IP addresses that will
be assigned to the QuadroCS’s LAN users. The IP range must
be at least 6, otherwise the “Address Range too small” error
will prevent saving. The “Address Range too large” error
occurs if the IP range is greater than 254.

WINS Server defines a WINS server IP address for the
QuadroCS’s LAN users.

View DHCP Leases leads to the page where the DHCP
leased LAN IP addresses are listed.

activates the DHCP server on

conference! 94

DHCP Settings for the LAN Interface

¥ Enable DHCP Server

pravessRange ] ) ) ) el o [ ) e [ el
WINS Server O o e ==
Wiew DHCP leases

Save Back | Help

Copyright (C) 2004 Epygi Technolagies, Ltd, A1l rights resemed.

Fig. 1-55: DHCP Settings page for LAN interface
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The DHCP Leased IP Addresses page includes a list of the
leased host addresses that are part of the QuadroCS’s LAN.

For these hosts QuadroCS acts as a server supplying them
with a unique IP address. It consists of a non-editable table
describing all the leased IP hosts and their parameters. The
table contains the following columns:

IP address - host IP address, assigned by QuadroCS.

MAC address - host MAC address, provided by the host itself.

Lease Start - date and time when the leased IP address has
been activated.

Lease End - date and time when the leased IP address has
been deactivated.

Hostname - hostname, provided by the host itself.

Main System

Conference Management HNetwork Uplink Settings

epyal

conferencel94

Refresh in 112 seconds!
DHCP Leases
IP Address |MAC address Lease start Lease end Hostname
172300100 | 00:50:dacd:dE:b7 | Thu May 27 08:02:51 2004 | Thu Jun 03 08:02:51 2004 | tss

Back

Copyright (C)2004 Epygi Teshnolagies, Ltd. All ights resenved

Help

Uplink Settings Menu

Main  Syetem (R Y PR Netwaork Uplink Satings I
@cpysi
Filteqiog Fulis s
QuadroCS Management Dynanic DN Sottings

Fig. 11-57 Uplink Settings Dynamo Menu

Fig. 11-56: DHCP Leases page for LAN interface

Help

Logout

Back

Home Logout
Copyright 2005 Epygi Technologies, Lid. Al rights resenved

Uplink Settings

System
Conference Managerment
Network
Uplink Settings

o Firewall

o Filtering Rules

o Dynamic DMNS Settings
« Contact
« Feature Codes

e @ DY

Fig. 11-58: Uplink Settings Tree Menu
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Firewall

The Firewall Configuration page allows setting up a firewall, configuring the security level of QuadroCS.

A Firewall is a security service configured by the QuadroCS administrator based on various criteria. The firewall allows or blocks traffic based on
policies, services and/or IP addresses. The firewall has several levels of security policies (low, medium, high). The administrator may add additional
service-based rules. Filtering rules will take effect only if the Firewall has been enabled and are independent from the selected firewall security level.

The Firewall Configuration page consists of the following
components:

The Enable Firewall checkbox selection enables the firewall
security service. The firewall security level has to be selected,
otherwise the firewall cannot be enabled.

The Firewall Security radio buttons are:

® | ow Security - Everything that is not explicitly forbidden is
allowed. This security level doesn't block anything by
default. It is recommended if the device is already located
behind another firewall or if every filter has been configured
correctly.

® Medium Security - Traffic originating from the LAN side
may pass and traffic from the WAN side will be blocked by
default. This is the recommended security level.

e High Security - Everything that is not explicitly allowed will
be blocked, including traffic from the LAN side.

Advanced Firewall Settings link refers to page where QuadroCS
privacy can be configured.

The View Filter Rules link opens the Filtering Rules page.

Advanced Firewall Settings

Advanced Firewall Settings are used to deny Ping and
Portscanning operations addressed toward the device. With
these features enabled QuadroCS will answer with irritating
message to the Ping and Portscanning operations. Page
consists of the following components:

The Ping Stealth checkbox selection prohibits Ping operation
toward QuadroCS from its WAN.

The Fool Portscanner checkbox selection prohibits
QuadroCS portscanning from its WAN. As a reply to
Portscanning operation, "network unreachable” or "host
unreachable” feedback messages will be sent.

Main System Conference Management MNetwork Uplink Settings

(@ysi

conferencel94

Firewall Configuration

¥ Enable Firewiall

@ Low Everything is allowed that's not explicitly forbidden!

Security This policy doesn't block anything per default. You hawe to configure the filters
manually. This option is recommended if this device is already located behind
another firewiall or If you are sure that you have configured every filter correctly. Basic
protection against the most commaon attacks (port scans, flooding, etc) is still
provided with this policy

® ) Traffic originating from the LAN-side may pass and traffic from the WAR-side will be

Medium blocked per default. This is the recommended policy.

Security

© High Everything that is not explicitly allowed will be blocked. This includes traffic from the

Security LARN-side. You have to configure the filters to open up the firewall as desired

Advanced Firewall Configuration
Yiew Filtering Rules

Save Back Help
Copyright (C) 2004 Epygi Technologies, Ltd. Al rights resewed.
Fig. 11-59: Firewall and NAT Settings page
Main  System Conference Management Hetwaork Uplink Settings ep }’Qi
. . . conferenceld4
Advanced Firewall Configuration
Any changes here, forces a restart of the firewiall, which might take a few seconds!
I Fing Stealth
[ Fool Fortscanner
Save Back Help
Copyight(C) 2004 Epygi Technologies, Ltd. Al rights reserved.

Fig. 11-60: Advanced Firewall Settings page
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Filtering Rules
The Filtering Rules page allows the configuration of filters for the incoming and outgoing traffic.

To prevent misconfiguration, only one rule per service is allowed. The user may use IP groups to include several IP addresses for this rule. As the
filtering rules specify the operation mode of the firewall, they only take effect if the firewall has been enabled (additionally NAT should be enabled to
use the Port Forwarding function in the Incoming Traffic / Port Forwarding filtering rules). The filtering rules are independent from the security
level, so they will work if enabled, no matter what security level has been selected.

Please Note: Applying firewall rules will just prevent the establishment of new connections that violate the rules. Applying rules does not kill existing
connections that violate the rule.

Main System Conference Management HNetwork Uplink Settings @ep y gl
) ) TQuadro225
Filtering Rules
View Filters for: Policy:
. I disol I fi d fil ified b heir S View All Current Policy: Low
View A 1sp fin all configured filters SpE‘.CI 1€ y their t.ate Inzoming Traffic / Port Forwarding Evenything is allowed that's not explicitly forbidden!
(enabled or disabled), the selected Service, the set Action T — This palicy doesn't block anything per default. You
(allowed or blocked), the IP addresses the filters apply to (if e have to configure the fiters manually. Tnis option
. . . . . Management Access is recommended if this device is already located
Restricted) and the destination of port forwarding (Redirect to, behindl another firswal or f you are surs tat you
in case of Incoming Traffic/Port Forwarding). As it is read-only, R have configured sveryfiter correcty. Basic o
no modifications are allowed and no functional buttons are Blocked IP List Eeans fooding. otc) & ot provded vt thia
available. Allowied [P List policy
The Incoming Traffic/Port Forwarding filter is for incoming hange Poley
traffic. The rules here allow or deny systems on the Internet to Manage User Defined Services
reach the services of Quadro’s LAN. NAT service should be Manage IP Pool Groups
enabled on the Quadro to provide the possibility of Port Packet Filter:
Forwarding in the Incoming Traffic/Port Forwarding filtering
rules. The Port Forwarding function will be unavailable if NAT is View all corfigurad rules. Na changss ars allowed in this mods|
disabled on the Quadro. Filter State Setvice Action Restricted IP Redirect to:
TlTe Outgomg Tr%fﬂ(’: filter is for outgomg traffic. 'Il'he rl_JIes here Aloed P Lt | Enabled | ALL Allorrad 1020 19681 Noma
allow or deny Quadro’s LAN users to reach external services. Blacked IP List | Enabled | ALL Blocked 1822114382 | None
Management Access is used to enable management access to Incorning Traffic
the Quadro from the Internet. A host on the Internet can be Port Forwarding | =1a018d | CIScoRTR | Allowed | Any 172202852
allowed to reach the Quadro. ‘gg%@g%ﬁ?ﬂ;’ Enabled |CiscoSIP | Alowed | Any 172,30 2552
SIP Access is to allow or deny the SIP access to or from the
particular SIP servers, SIP hosts or a group of them. The SIP Doie hame! | Enatied | TFTP Alawed  |192168.700 | 172302552
Access filtering rule may prevent or allow incoming or outgoing Management Group
SIP calls to or from specified SIP server(s) or host(s). Access Enabled | ShMP Blocked | o adroGroun | MNO02
When Blocked IP List is used, traffic from specific hosts may be SIP Access Enabled | SIP Allowied | Any Mane
blocked, no matter what services are opened in the other filters. Outgoing Traffic | Disabled | SME Blocked Any Nane
NO traffic will be allowed to the specified hosts. The Blocked IP
List service has a higher priority if the same host is also listed in
the Allowed IP List table. kel [Hdlp
Allowed IP List allows trusted hosts to reach your network and oy Y2005 Sy T achralegten i Al e e,

vice versa. It is an exception to other rules and only all services

. Fig. I1-61: Filtering Rules page
may be allowed for a single host. 9 9 pag

The Filtering Rules page provides several links. Each link opens its specific parameters on the same page. Only Change Policy (see chapter
Firewall and NAT), Manage user Defined Services (see chapter Service Pool) and Manage IP Pool Groups (see chapter IP_Pool) are leading to
separate pages. The Filtering Rules page also includes the currently selected firewall security (Policy) level and its description.

The table displayed on the bottom of the page shows the filters selected above, specified by their State (enabled or disabled), the selected Service,
the set Action (allowed or blocked), the IP addresses the filters apply to (if Restricted) and the destination of port forwarding (Redirect to, in case
of Incoming Traffic/Port Forwarding). With the exception of View All, the table offers the following functional buttons:

e Enable is used to enable the rule. If no records are selected the “No record(s) selected” error occurs.

e Disable is used to disable the rule. If no records are selected the “No record(s) selected” error occurs.

e Add opens a filter specific page where new rules may be defined by a Service, an Action, a Restriction to certain IP address(es) or IP
groups, and if adding a rule for Incoming Traffic/Port Forwarding, the destination IP address for Forwarding:
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For example, the page to add a rule for Incoming Traffic/Port
Forwarding offers the following input options:

Service includes a list of possible services to be configured. All
user defined services also will be displayed in this list.

Action includes possible actions to setup the rule.

Forward to IP requires the destination IP address where traffic
should be transferred to, if it comes from the restricted host. The
IP address defined in this field will be ignored for blocked action of
the Incoming Traffic/Port Forwarding rule.

Note: It is not allowed to forward incoming packets when NAT
service is disabled on the Quadro.

Port Translation text field is available for “Allowed” action only
and optionally requires the port number that will stand instead of
original port number when incoming packet is being forwarded. If
this field is left empty, original port number will be used upon
forwarding the packet.

Restriction radio buttons:

® Selecting Any blocks or allows all host IP addresses. This
selection is not present for the Management Access,
Blocked and Allowed IP List rules.

® Selecting Single IP will require the IP address of the allowed
or blocked host.

e Selecting IP/Mask will require the subnet to be allowed or
blocked, specified by an IP address and the Maskbits.
Maskbit examples:

255.0.0.0=1/8,
255.255.0.0 = /16,
255.255.255.0 = /24,
255.255.255.255= /32

e  Group indicates the user defined groups that include IP
addresses that ought to be allowed or blocked.

To Add a Filtering Rule

1. Select the Filter link (Incoming Traffic/Port Forwarding, Outgoing Traffic, Management Access, SIP Access, Blocked IP List or Allowed IP List)

Main  System Users Telephony Internet Uplink LAN Services

@ pygi

TQuadro22s
Add Filtering Rules - Incoming Traffic / Port Forwarding

In order to prevent malconfiguration, only one rule per service is allowed! You can use IP-groups to include
several IP-addresses for this rule. You should only create rules that are exceptions to the policy

Filter

Service [Fmes F

Action IWI

Forward to IP: [re 5 o | [ || IP-Cliphoard
Port Translation:  [60ss |

Restriction

O any P

&

Single P 181 o |20 |89 IP-Cliphoard

IPiask:  [299 255 0 0 ife IP-Clipboard
[+ G . =
roup: | QuadroSericeGroup

Save | Back |

Help

Copyright (C) 2008 Epyai Teshnologies, Ltd. All fights resenred

Fig. 11-62: Filtering Rules - Page to add a rule for Incoming Traffic

to add a rule for it. The corresponding Filter table will appear in the same window.

N

corresponding to the selected filter.

Noo,ow

To add a rule with these parameters press Save.

To Delete Filtering Rules

Click Add on the Filtering Rules page. A page where a new rule may be added will appear in the browser window. The page will be named

Select a service name from the Service list to configure a rule for it. If the list has a default value, leave it as is.

Select an action from the Action list that is used in the rule. If the list has a default value, leave it as is.

Enter the IP address in the Forward to IP field if an Incoming Traffic Rule is to be added.

Choose the restriction type by selecting Any, SinglelP or IP/Mask and enter the required information in the text fields or select a group.

1. Select the Filter link to delete a rule from its table. The appropriate Filter table will appear in the same window.

2. Check one or more checkboxes of the corresponding rules that ought to be deleted from the rules table. Press Select all if all rules ought to be

deleted.
3. Press the Delete button on the Filtering Rules page.
4.  Confirm the deletion with Yes, or cancel it with No.
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Service Pool

Main Systemn Users Telephony Internet Uplink LAN Senvices @epvgl
) ) ) ) ) TQuadro225
The Service Pool table is a list of all created services and their
parameters. It is used to add new services with the appropriate

settings (protocol type and port range). New services can be used Service Pool Configuration

to add a restriction or permission by defining a new filtering rule: Add Edit Delete Selectall Inverse Selection

Add opens the Add New Service page where new services may Service Protocol Port Range

be added. M | cames UDP 121-1233

Edit opens the Edit Service page where the service parameters = | Netsend uCP 5121-5511

(except for the service name) can be modlfleq. This page includes | ySerice Top 51935140

the same components as the Add New Service page. To operate

with Edit only one record may be selected, otherwise an error will Em KN
occur: uone row muSt be Selected”. Copyright (C) 2004 Epygi Technologies. Ltd. All rights resenced

Fig. 11-63: Service Pool page

Main System Users Telephony Internet Uplink LAN Services @ ¢ P ‘\j’ ()i
/o
TQuadm25

Service Pool Configuration - Add

Service Mame: |MySerice
Protocol TCP =

The Add page is used to add new services and includes the Port Range:

following text fields and buttons: i @

Service Name requires a name for the service that ought to be e BT

added. Sae | Back _telp_|
Protocol includes a list of possible protocols to be selected.

Port Range requires a port range for the defined service. o O P Teane e L e e

Fig. 11-64: Service Pool - Page to add a new Service

To Add a new Service

1. Select the Manage User Defined Services link on the Filtering Rules page.

2. Click on the Add button on the Service Pool Configuration page. A page where a new service may be added will appear in the browser
window.

Define a service name in the Service Name text field.

Select the protocol type for the service from the Protocol drop down list.

Enter the port range in the Port Range text fields or leave one of them empty to define a particular port for the service.

To add a service with these parameters click on Save.

o0sw

To Delete a Service

1. Select the Manage User Defined Services link. The Service Pool Configuration page appears with the table of services (if any).

2. Check one or more checkboxes of the corresponding services that ought to be deleted from the Service Pool table. Press Select all if all
services ought to be deleted.

3.  Click on the Delete button on the Service Pool Configuration page.

4. Confirm the deletion with Yes, or cancel it with No.
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IP Pool

The Manage IP Pool Groups link opens the IP Pool Configuration page.

The IP Pool table is the list of all created groups and the
members assigned to these groups. If a group is empty, EMPTY
will be indicated in the Members column. If hidden, group
members will still remain active but a HIDDEN will be displayed
in the Members column.

The IP Pool Configuration is used to create groups of IP
addresses, which have the same restriction criteria. Whenever
creating a new filtering rule groups may be used instead of
several IP addresses. It consists of the following components:

View makes hidden groups visible.

Hide makes group members hidden and adds the HIDDEN
comment in the member column.

Add opens the Add Group page where a new group may be
created. This page consists only of the New Group text field
(requiring the group name) and the standard Save and Back
buttons to apply or abort changes.

Edit opens the Edit Group page where the service parameters
can be modified. It consists of the same components as the Add
Group page. To operate with Edit, only one record may be
selected, otherwise an error will occur: “One row must be
selected”.

Please Note: Changing a group name will also change the
references to this group, including groups where this group is a
member of and all affected filter rules (enabled and disabled
ones, in all chains).

Clicking on the Group name will display an IP Pool Group
Configuration page with the Members list for the current

group.

The IP Pool Group Configuration page displays a list of all
created member IP addresses for the selected group. It consists
of the following components:

Current Group provides read-only information about the current
group name the members are listed for.

Add opens the Add Member page where a new member may
be created.

Edit opens the Edit Members page where the service
parameters can be modified. This page includes the same
components as the Add Member page. To operate with Edit,
only one record may be selected, otherwise an error will occur:
“One row must be selected”.

The Add Members page consists of the following radio buttons:

IPaddress requires the member IP address that is to be added
to the group.

IP Subnet requires the subnet specified by the IP address and
the Maskbits. See above for more information about Maskbits.

The User-defined Group includes previously created groups
that may also be added as a member to another group.

Main System Conference Management MNetwork Uplink Settings

IP Pool Configuration

View Hide Add Edit Delete Selectall Inverse Selection

epygi

conference] 34

Group Members
O | CHATGroup -EMPTY-
1723000186
0 | GamesGroup 151.14.019
— Group: MyServiceGroup —
0 | MyServiceGroup -HIDDER-

Back

Copyright(C) 2004 Epygi Tachnologies, Ltd. All rights reserved.

Help

Fig. 11-65: IP Pool Configuration page

Main System Conference Management Network Uplink Settings
IP Pool Configuration - Add Group

Mew Group IMySeM:eGroup
Save Back

Copyright (C) 2004 Epygi Technalogies, Ltd. A1l rights resenved

epygi

conferencel94

Help

Fig. 11-66: Page to create a new IP Pool group

Main  System Conference Management MNetwork Uplink Settings

IP Pool Group Configuration
Current Group: GamesGroup

Add Edit Delete Selectall Inverse Selection

epys

conferencel94

Member IP

0| 172300016

015114019

[0 |-- Group: MyServiceGroup --

Eack

Copyright (C) 2004 Epygi Teshnologies, Ltd. All rights reserved

Help

Fig. 11-67: IP Pool Group members list

Main System Conference Management Network Uplink Settings

IP Pool Group Configuration - Add Member

Current Group: GamesGroup

@ P hddess 132 | |75 75 10 I>Elip
®
IP Subnet e

€ A user-defined Group: [CheTGrawe  §

Save Back

Capyright (C) 2004 Epyai Teshnologies, Ltd. All rights reserved

epygi

conferencel34

Help

Fig. 11-68: Page to add a new member to the IP Pool group
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To Create a new Group with Members

Select the Manage IP Pool Groups link on the Filtering Rules page.

Click on the Add button on the IP Pool Configuration page. A page where a new group may be added will appear in the browser window.
Define a group name in the New Group text field.

To create a group with given parameters press Save.

Open the IP Pool Group Configuration page by clicking on the group hame.

Select the Add button on the IP Pool Group Configuration page. A page opens where new members may be added to the group.

Enter an IP address for the member in the IP Address text fields or select a group from the User defined Group drop down list to assign it to
the currently selected group.

8. To add a member with these parameters to the selected group press Save.

Noga,rwnhE

To Delete a Member

1. Select the Manage IP Pool Groups link. The IP Pool Configuration page appears with the table of groups (if any).

2. Click on the desired group the members are needed to be deleted for. The IP Pool Group Configuration list appears.

3. Check the one or more checkboxes of the corresponding members that ought to be deleted from the Members table. Press Select all if all
members ought to be deleted.

4.  Press the Delete button on the IP Pool Group Configuration page.

5. Confirm the deletion with Yes or quit with No.

To Delete a Group

1. Select the Manage IP Pool Groups link. The IP Pool Configuration page appears with the table of groups (if any).

2. Check the one or more checkboxes of the corresponding groups that ought to be deleted from the groups table. Press Select all if all groups
ought to be deleted.

3. Press the Delete button on the IP Pool Configuration page

4.  Confirm the deletion with Yes or quit with No.
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Dynamic DNS Settings

The Dynamic DNS (DynDNS) is a service that is used to map a dynamic IP address to a host name. Thus this service is only makes sense if you
are connected to the Internet with a dynamic IP address (and DHCP client) and want to allow access from the Internet to a device behind the
firewall. For example, if you want to run your own WEB server.

To enable the DynDNS service on Quadro you first have to choose a DynDNS provider and register at his WEB site.
The Dynamic DNS Settings page consists of the following
components:

The Enable Dynamic DNS checkbox selection enables the

dynamic DNS service.

[ o (
) . . . Main | Syst Conf M nt | Network  Uplink Sett Chyo
The User text field requires the username specified during the ol Sysem - Lonference Mansgeme ol |yl et Lpys!
registration at the DynDNS provider. . . conferencel25
9 y_ P . . ) Dynamic DNS Settings
The Password text field requires the password specified during
the registration at the DynDNS provider. The Dynarmic DNS service is provided by third party companies. You need to register at their web sites to

get the information to fill in below

Please have a look at ez-ipupdate (W3 0.11b7 to get a list of service providers, which are predefined on
this device.

[ Enable Dynamic DS

The Max time between updates text field requires entering the
period between two updates (in hours). The values entered in
this field should be greater than 24, otherwise an error occurs:
“Update interval times smaller than 24 hour are too small”.

Normally, whenever you set up a connection to the Internet the User [auadro_user
DynDNS is updated at least once in the period indicated in this
field, Password |
. . . W b d h

The Use predefined service radio button leads to the manual @xtime between updates: |12 oL
configuration of the DynDNS service. The selection enables the & Use precefinad service -

A . h S X ezi 7
following optional settings: FrYE !
The Service drop down list contains the provider list where the Host [8ynans epygi com
administrator needs to select the one to which he has TZO Comnection 1
subscribed. Type
The Host text field requires the name of the host in the Internet. DHE CoaicTie: |
The TZO Connection Type text field is used for a special Mail Exchange: |
parameter required by the DynDNS provider TZO. oasyDNS Parmer |
The DHS Cloak-Title text field is used for a special parameter
required by the DynDNS provider DHS. ggﬂiiﬁiéﬁsm AT | URL: [tpeiidyndns epyei com
The Mail Exchange text field requires the address of the e-malil FiBasic Authentication
server, to which the DynDNS service provider will relay your e-
mails. Save Back Help

Attention: If this service is used, make sure, that there is port
forwarding configured for SMTP (port 25) to the internal e-mail
server.

Copyright (C) 2004 Epyai Technolagies, Ltd. All rights reserved

The easyDNS Partner text field is used for a special parameter

i i ig.0-6 ic DNS Setti
required by the DynDNS provider easyDNS. Fig0-69 bynamic DS Setings page

Selected the Create Custom HTTP GET Request radio button switches to the custom settings of the DynDNS service. Normally, the DynDNS
provider uses HTTP get requests to map dynamic IP addresses to host names. If the user knows this HTTP get request exactly, the radio button
Create Custom HTTP GET Request together with the text field URL allows to enter it directly.

The selection enables the following optional settings:

The URL text field requires the complete request to be sent to the DynDNS server. Normally it has the format:
[http:/lwww.server.domain:port/scriptpath/scriptname?paraml=valuel&param2=value2

The request modifies the nameserver database so that the hostname will be resolved to the new IP address.

The Basic Authentication checkbox enables the encoding of the username and password entered in the text fields above and then uses the Basic
Authentication method to notify the provider about the user authentication settings.

Most of the DynDNS providers require an authentication for safety reasons. The user can do that either together with the HTTP get request in the
text field URL or select the checkbox Basic Authentication.
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Registration Form

Main Systemn Conference Management Hetwork Uplink Settings ()pvgi
conferencel54
The Registration Form page appears if unregistered users Register Your Device In Technical Support Center
login and has been created for customer support purposes.
The page requires customer registration at the Epygi
Technical Support Center. It consists of several links offering Redister novi (If you cannot reach the registration site because of connectivity problems, please
registration options: open the registration page later, manually. )

. . . Rermind me lah
Register now leads to the Epygi Technical Support System em‘m et
Registration page and requires customer’s information to R e
submit the registration form.

. . . . i . . Hel
Remind me later hides the registration notification until the T
next startup.

Copyright (C) 2004 Epygi Technologies, Ltd. All rights resewed
Don’t remind me more hides the registration notification TR T,
forever ig. 11-70: Device Registration page

Logout

This option is used to close the session between the user PC and QuadroCS and to leave the Web Management or to enter the management with
another login. By selecting the button Logout, the startup page will be displayed and the user needs to login again.
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Issue

System Default Value

Comments

Admin Settings

Login name — admin
Password — 19

Quadro Hostname Conference
LAN IP Address 172.30.0.1 Subnet Mask - 255.255.0.0
DHCP Server Enabled IP Range - 172.30.0.100 -172.30.0.254

WINS - 0.0.0.0

Regional Settings

Your locale - US,
Time Zone - US/Central,
Theme - Dynamo.

WAN IP

Automatically through DHCP

DNS Server

Dynamically

Time/Date Settings

NTP Client — Enabled, NTP server - disabled
Predefined NTP Server - npil.epygi.com

Polling interval - 6 hours

Event Settings

DynDNS, DHCP client and DHCP server error events are

noted. Display natification for others.

Mail Settings

Disabled

Firewall

Enabled, Medium level
(NAT is internally enabled by default)

Ping Stealth - enabled
Fool Portscanner - disabled

Filtering Rules

SIP Access (Allowed for all).

No user-defined IP pool groups.

Dynamic DNS ‘ Disabled ‘ ‘
Statistics ‘ Enabled ‘ 100 entries to display ‘
Moderator's settings for default conference:
Max 10 new participants allowed to join
One default conference and 00 attendant in the list: New participant type - speaker
Conference ID - 11 Confirmation type - none
Moderator and Participant passwords - none New participant can activate the conference -
Recording Space - 0% enabled
Conference Routing Mode and Leave Active - disabled New participant indication - enabled
SIP User Name — automatically generated Participants - none
SIP Registration server - sip.epygi.com Scheduling - none
SIP server port - 5060 Mail notifications - disabled
SIP Registration - enabled Codecs - G.711u (preferred), G.711a, G.726/16,
Outbound SIP server — undefined G.726/24, G.726/32, G.726/40, G.729a, G.723,
iLBC
Out of band transport - enabled
Attendant ID — 00
Description - Attendant
SIP User Name — automatically generated Space — 0%
Attendant settings SIP Registration server - sip.epygi.com Welcome message - default
SIP server port - 5060 ZeroOut - disabled
SIP Registration - enabled
Outbound SIP server — undefined
SIP Settings UDP and TCP Port - 5060,

NAT Traversal - enabled

RTP Settings

RTP/RTCP port range for Participants - 6000-6079
G276 Standard - ITU-T specification

Telephone Event Draft Support - enabled

RTCP Support - disabled

Properties for all Codecs except G723 and iLBC:

Packetization - 20ms
Silence Suppression - no
G723 and iLBC properties:
Packetization -30ms
Silence Suppression - yes for iLBC only

NAT Traversal Settings

SIP and RTP Parameters - Use STUN
SIP TCP Port - 5060

STUN Parameters:

STUN Server - stun.epygi.com
Port - 3478

Polling Interval: 1 hour
Keep-alive interval: 120 seconds
No entries in NAT Exclusion table
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Issue ‘ System Default Value ‘ Comments ‘
Call Routing ‘ No entries ‘ ‘
Recording Common Settings ‘ Memory Allocation - Embedded Memory Storage ‘ ‘
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Appendix: Software License Agreement

EPYGI TECHNOLOGIES, LTD.
Software License Agreement

THIS IS A CONTRACT.
CAREFULLY READ ALL THE TERMS AND CONDITIONS CONTAINED IN THIS AGREEMENT.
USE OF THE QUADRO HARDWARE AND OPERATIONAL SOFTWARE PROGRAM
INDICATES YOUR ACCEPTANCE OF THESE TERMS AND CONDITIONS. IF YOU DO NOT
AGREE TO THESE TERMS AND CONDITIONS, YOU MAY NOT USE THE HARDWARE OR
SOFTWARE.

1. License. Epygi Technologies, Ltd. (the "Licensor"), hereby grants to you a non-exclusive right to use the Quadro Operational Software
program, the documentation for the software and such revisions for the software and documentation as the Licensor may make available
to you from time to time (collectively, the "Licensed Materials"). You may use the Licensed Materials only in connection with your operation
of your Quadro. You may not use, copy, modify or transfer the Licensed Materials, in whole or in part, except as expressly provided for by
this Agreement.

2. Ownership. By paying the purchase price for the Licensed Materials, you are entitled to use the Licensed Materials according to the terms
of this Agreement. The Licensor, however, retains sole and exclusive title to, and ownership of, the Licensed Materials, regardless of the
form or media in or on which the original Licensed Materials and other copies may exist. You acknowledge that the Licensed Materials are
not your property and understand that any and all use and/or the transfer of the Licensed Materials is subject to the terms of this
Agreement.

3.  Term. This license is effective until terminated. This license will terminate if you fail to comply with any terms or conditions of this
Agreement or you transfer possession of the Licensed Materials to a third party in violation of this Agreement. You agree that upon such
termination, you will return the Licensed Materials to the Licensor, at its request.

4. No Unauthorized Copying or Modification. The Licensed Materials are copyrighted and contain proprietary information and trade
secrets of the Licensor. Unauthorized copying, modification or reproduction of the Licensed Materials is expressly forbidden. Further, you
may not reverse engineer, decompile, disassemble or electronically transfer the Licensed Materials, or translate the Licensed Materials
into another language under penalty of law.

5. Transfer. You may sell your license rights in the Licensed Materials to another party that also acquires your Quadro-4x or any Quadro SIP
Gateway product. If you sell your license rights in the Licensed Materials you must at the same time transfer the documentation to the
acquirer. Also, you cannot sell your license rights in the Licensed Materials to another party unless that party also agrees to the terms and
conditions of this Agreement. Except as expressly permitted by this section, you may not transfer the Licensed Materials to a third party.

6. Protection And Security. Except as permitted under Section 5 of this Agreement, you agree not to deliver or otherwise make available
the Licensed Materials or any part thereof to any person other than the Licensor or its employees, without the prior written consent of the
Licensor. You agree to use your best efforts and take all reasonable steps to safeguard the Licensed Materials to ensure that no
unauthorized person shall have access thereto and that no unauthorized copy, publication, disclosure or distribution thereof, in whole or in
part, in any form, shall be made.

7. Limited Warranty. The only warranty the Licensor makes to you in connection with this license is that the media on which the Licensed
Materials are recorded will be free from defects in materials and workmanship under normal use for a period of one (1) year from the date
of purchase (the "Warranty Period"). If you determine within the Warranty Period that the media on which the Licensed Materials are
recorded are defective, the Licensor will replace the media without charge, as long as the original media are returned to the Licensor, with
satisfactory proof of purchase and date of purchase, within the Warranty Period. This warranty is limited to you as the licensee and is not
transferable. The foregoing warranty does not extend to any Licensed Materials that have been damaged as a result of accident, misuse or
abuse.

EXCEPT FOR THE LIMITED WARRANTY DESCRIBED ABOVE, THE LICENSED MATERIALS ARE PROVIDED ON AN "AS IS" BASIS.
EXCEPT AS DESCRIBED ABOVE, THE LICENSOR MAKES NO REPRESENTATIONS OR WARRANTIES THAT THE LICENSED
MATERIALS ARE, OR WILL BE, FREE FROM ERRORS, DEFECTS, OMISSIONS, INACCURACIES, FAILURES, DELAYS OR
INTERRUPTIONS INCLUDING, WITHOUT LIMITATION, TO ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, LACK OF VIRUSES AND ACCURACY OR COMPLETENESS OF RESPONSES, CORRESPONDENCE TO
DESCRIPTION OR NON-INFRINGEMENT. THE ENTIRE RISK ARISING OUT OF THE USE OR PERFORMANCE OF THE LICENSED
MATERIALS REMAINS WITH YOU.

8. LIMITATION OF LIABILITY AND REMEDIES. IN NO EVENT SHALL THE LICENSOR OR ANY OTHER PARTY WHO HAS BEEN
INVOLVED IN THE CREATION, PRODUCTION OR DELIVERY OF THE LICENSED MATERIALS BE LIABLE FOR ANY
CONSEQUENTIAL, INCIDENTAL, DIRECT, INDIRECT, SPECIAL, PUNITIVE OR OTHER DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOSS OF DATA, LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, OR
OTHER PECUNIARY LOSS, ARISING OUT OF THE USE OF OR INABILITY TO USE THE LICENSED MATERIALS, EVEN IF THE
LICENSOR OR SUCH OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. YOU AGREE THAT YOUR
EXCLUSIVE REMEDIES, AND THE LICENSOR'S OR SUCH OTHER PARTY'S ENTIRE LIABILITY WITH RESPECT TO THE LICENSED
MATERIALS, SHALL BE AS SET FORTH HEREIN, AND IN NO EVENT SHALL THE LICENSOR'S OR SUCH OTHER PARTY'S
LIABILITY FOR ANY DAMAGES OR LOSS TO YOU EXCEED THE LICENSE FEE PAID FOR THE LICENSE MATERIALS.

The foregoing limitation, exclusion and disclaimers apply to the maximum extent permitted by applicable law.
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10.

11.

12.

13.

14.

Compliance With Laws. You may not use the Licensed Materials for any illegal purpose or in any manner that violates applicable
domestic or foreign law. You are responsible for compliance with all domestic and foreign laws governing Voice over Internet Protocol
(VolP) calls.

U.S. Government Restricted Rights. The Licensed Materials are provided with RESTRICTED RIGHTS. Use, duplication or disclosure by
the Government is subject to restrictions as set forth in subparagraphs (c)(1) and (2) of the Commercial Computer Software—Restricted
Rights clause at 48 C.F.R. section 52.227-19, or subparagraph (c)(1)(ii) of the Rights in Technical Data and Computer Software clause at
DFARS 252.227.7013, as applicable.

Entire Agreement. It is understood that this Agreement, along with the Quadro Installation Guide and User’'s Manual, constitute the
complete and exclusive agreement between you and the Licensor and supersede any proposal or prior agreement or license, oral or
written, and any other communications related to the subject matter hereof. If one or more of the provisions of this Agreement is found to
be illegal or unenforceable, this Agreement shall not be rendered inoperative but the remaining provisions shall continue in full force and
effect.

No Waiver. Failure by either you or the Licensor to enforce any of the provisions of this Agreement or any rights with respect hereto shall
in no way be considered to be a waiver of such provisions or rights, or to in any way affect the validity of this Agreement. If one or more of
the provisions contained in this Agreement are found to be invalid or unenforceable in any respect, the validity and enforceability of the
remaining provisions shall not be affected.

Governing Law. This Agreement shall be governed by and construed in accordance with the laws of the state of Texas, without regard to
choice of law provisions that would cause the application of the law of another jurisdiction.

Attorneys' Fees. In the event of any litigation or other dispute arising as a result of or by reason of this Agreement, the prevailing party in
any such litigation or other dispute shall be entitled to, in addition to any other damages assessed, its reasonable attorneys’ fees, and all
other costs and expenses incurred in connection with settling or resolving such dispute.

If you have any questions about this Agreement, please write to Epygi at 6900 North Dallas Parkway, Suite 850, Plano, Texas 75024 or
call Epyqgi at (972) 692-1166.
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