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About this Guide

The QuadroE1/T1 Manual is divided into two parts:

® Manual-I: Installation Guide
gives step-by-step instructions to provision the Quadro and configure the phone extension with the Epygi SIP Server. After successfully
configuring the Quadro, a user will be able to make SIP phone calls to remote Quadro devices, make local calls to the PSTN and access the
Internet from devices connected to the LAN.

e Manual-Il: Administrator's Guide explains all QuadroE1/T1 management menus. It includes the available call codes and a list of all System
Default Values, too

Quadro’s Graphical User Interface introduces the Quadro's graphical user interface and explains all recurrent buttons.

Administrator's Graphical User Interface explains each of the Administrator's management on the main page of the Quadro management.

Quadro’s Call Codes describes the Quadro’s call codes that enable the user to navigate through Quadro’s services from a phone handset.

Quadro’s Auto Attendant Services explains the operation of the Quadro's auto attendant and lists the call codes that may be used to enter the
auto attendant.

Appendix: System Default Settings lists all factory defaults.

Appendix: Glossary defines some technical terms.

Appendix: Software License Agreement includes the terms and conditions of using the Quadro's hardware and software.

QuadroE1/T1; (SW Version 3.0.x) 4
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Quadro’s Graphical User Interface

Administrator’s Main Page

After logging in as an administrator, the page Quadro Management is displayed. Here the administrator may access the following settings and
perform the following actions:

Man System  Users  Telsphoiy  iesermet Uik LN Services N
cpygl

QuadroE1/T1 Management

[ Renuw v @ adass |

Fig. II-1: Quadro Administrator’s page

System Menu Telephony Menu Users Menu LAN Services Menu
o System Configuration Wizard e Call Statistics e User Management ® DNS Settings
e |nternet Configuration e SIP Settings 1) Change Admin Password e DHCP Settings for the LAN
Wizard e H323 Settinds Interface
- nsZs settings E—
e StatuslP Routing e RTP Settings Internet Uplink Menu
Configuration ) i i Registration Form
. ) e NAT Traversal Settings * PPP Dial Settings -
e Configuration Management e ISP Authentication Settings (in menu tree only)

) . e Line Settings
o Update Configuration

e Firewall and NAT

e E1/T1 Settings e Logout
e Events ) e Filtering Rules
- . e Gain Control
e Time/Date Settings )
e Call Routing

e Mail Settings

e Firmware Update

e Networking Tools

e Diagnostics

e Automatic Provisioning

® VolIP Carrier Wizard
e RADIUS Client Settings

e Dial Plan Settings

® Features
e Upload Language Pack

The functional button Renew Wan IP Address appears on the administrator's main Quadro Management page if the Quadro device acts as a
DHCP client. The Renew WAN IP Address button is used to get a new WAN IP address for example when the Quadro moves to another network.

The functional button Establish Your Internet Connection Now respectively Terminate Your Internet Connection Now appears on the Quadro
Management page if PPPoE is used as the WAN interface protocol.

The button Please Check Your Pending Events will be displayed on the administrator Main Menu page if any new system events exist. The link
leads to the Events page that can also be accessed from the System menu.

The list of Users currently logged into the system is seen in the lower right corner of the Administrator's Main Menu. Information about the IP
address of a user, the username used to log in and the time until the next automatically logout is provided herein. The idle session timeout is to 20
minutes. If no action is performed during that time, user will be automatically moved to the Login page and will be requested to login again.

The link Refresh in appears in the lower right corner beside the field displaying the number of seconds until the next refresh. It is used to perform a
manual reload of the page. If a page with a Refresh counter is left open, the session time-out counter will be updated periodically and the logout
timeout will never expire.

The current version of the Quadro's firmware and of its boot loader is shown in the lower right corner of the administrator's main menu, followed by
the list of users currently logged into the system. Information about IP addresses users accessed Quadro from, the username of the logged-in user
and the time until the next automatic logout is provided here. The idle session timeout is set to 20 minutes. If no action is done during that time, the
user automatically will be moved to the login page and will be requested to login again.

QuadroE1/T1; (SW Version 3.0.x) 5
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Quadro's Graphical Interface

Recurrent Buttons

Button Description Button Description
This button leads back to the previous .
Frewious page of a fixed sequence of pages (used Back | :J—Q(Iesn k())t:]tttc))gfolfeads back to the page you have
mainly in wizards). :
This button leads onward to the next page This button confirms an operation you started
M et of a fixed sequence of pages (used mainly Clkl before P Y
in wizards). ’
This button discards the latest, not yet This button confirms an operation you chose
Cancel confirmed entries. ves before.
32 This s the last button of a fixed sequence This button discards an operation you chose
Finish of pages that completes and saves the Mo | before P Y
entries of the whole sequence. :
This button opens the help page . . o
Help belonging to the currently active Quadro Save This bultton saves the settings modified on the
management page. currently active management page.
;leri)eu(;tcig Ogggrse:s\,:snic;\g Y;’;‘de tlr;eilsas; This button opens a window where the last
kind of clipboard that helps the.user to inserted SIP addresses are listed. It is a kind of
make quick selection of an IP address in clipbo_ard that helps the user to make quick
IP-Clipboard case it has been already used in the past, SIP Clipboard selection of a SIP address in case it has been
thus to avoid typing it again. The clipboard alre{:\dy used in the past, thus to avoid typing it
can hold up to 10 IP addresses, a new IP again. The clipboard can hold up to 10 SIP
address will replace the oldest’ one from addresses, a new SIP address will replace the
the list P oldest one from the list.

Recurrent Functional Buttons

In connection with tables, the following buttons - among others - usually occur:

Functional Button

Description

Add

Allows adding a new record to the displayed table. A new page will be displayed to enter any new settings.

Allows modifying the settings of the record selected by its checkbox. Normally only one record may be selected. A new

Edit page will be displayed to enter the modified settings.
Delete Deletes the selected entry(s) of a table. A warning message will demand a confirmation before deleting an existing entry.
Select All Selects all table entry(s)for example for further deletion.

Inverse Selection

Inverses an existing selection of table entry(s). If no entries are selected, clicking the button will select all records.

May occur in the upper right corner of a page. It displays the number of seconds remaining until the next refresh of the page

Refresh in... and it may be used to reload the page manually.

Most of the tables offer the option to sort the entries in ascending or descending order by clicking the headings of the columns. A small arrow beside
the column heading will show the direction of sorting - upward or downward. The entries of the table can be selected by the assigned checkboxes -
one at a time, for the most part - in order to edit or delete them.

Entering a SIP Addresses correctly

Calls over IP are implemented based on Session Initiating Protocol (SIP) on the Quadro. When making a call to a destination that is somewhere on
the Internet, SIP address must be given.

The display name and the port number are optional parameters in the
SIP address. If a port is not specified, 5060 will be set up as the default
one. The range of valid ports is between 1024 and 65536.

A flexible structure of wildcards is allowed. In comparison with a
wildcard, the “?” character stands for only one unknown digit and the “*”
character stands for any number of any digits.

SIP addresses have to be specified in one of the following formats:

“display name” <username@ipaddress:port>
“display hame” <username@ipaddress>
username@ipaddress:port
username@ipaddress

username

Please Note: Wildcards are available for caller addresses only. No
wildcard characters are allowed for called party addresses.

Particularly the following combinations can be used for your
convenience:

e*@ipaddress - any user from the specified SIP server
eusername@* - a specified user from any SIP server
o*@* - any user from any SIP server
Attention: Wildcards are available for caller addresses only (for called party addresses no wildcard characters are allowed).

QuadroE1/T1; (SW Version 3.0.x)
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Administrator’s Menus

System Menu

System SO
o BRI Users  Tebephooy  mernetUploh LAN Sendcen @‘_ e ¥ Tousk @.‘ Pyl
Wiz PYs

ment

Fig. 1I-1: System Menu in Dynamo theme Fig. 11-2: System Menu in Plain theme

System Configuration Wizard

The System Configuration Wizard is the helpful tool for the administrator to define the Quadro’s Local Area Network settings and to specify
regional configuration settings to make Quadro operational in its LAN. The System Configuration Wizard MUST be run upon Quadro's first
startup to make sure that it works properly in its network environment. The Wizard allows navigating through the following basic configuration
parameters and settings:

e  System Configuration (see below)
o DHCP Settings for the LAN Interface

e  Regional Settings and Preferences (see below)

Main  System  Useis  Telplsay Witeanyit Uiplink LAN Services @(‘])\-Hi

System Conflguration Wizard

Getting Started

DHCP Settings for LAN are described in the chapters below
while LAN configuration and regional settings will be described
in the current chapter.

Please Note: It is strongly recommended to leave the () =) (i)
factory default settings if their meanings are not fully
clear to the administrating person.

Fig. 11-3: System Configuration Wizard - Start page

QuadroE1/T1; (SW Version 3.0.x) 7
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Administrator's Graphical User Interface

The System Configuration page contains the host name, IP
address and Subnet Mask information about the Quadro LAN
interface. These settings make Quadro available to the internal
network.

The System Configuration page offers the following input
options:

Host Name requires a host name for the Quadro device.

IP Address requires the Quadro host address for the LAN
interface.

Subnet Mask requires the Quadro hosts’ Subnet Mask.

The Regional Settings and Preferences are used to select
settings specific to the location of the Quadro.

This is important for the functionality of the voice subsystem.

The Regional Settings and Preferences page has two drop
down lists to select the Location (country) and a
corresponding Timezone and a manipulation radio button
group to choose:

e System Language - selection is available only when
custom Language Pack has been uploaded and is used
to enable custom language for system voice messages or
turn back to default (English).

e GUI Theme - selection used to select the GUI theme
style of the web based configuration pages.

Main  System Users

System Configuration Wizard

Telephony

Internet Uplink LAN Services

@ cpysi

TQuadro225

System Configuration

Host Name:
LAN IP Configuration
IF Address

[TQuadra225

172 B i 235 _IP-Cliphoard
Subnet Mask:  [255 255 0 0 IP-Cliphoard

Previous | |

Cancel | | Help | |

Copyright (C) 2005 Epyai Technalogies, Ltd. Al rights resenved

Fig. Il-4: System Configuration Wizard - System Configuration page

Main  System Users

System Configuration Wizard

Telephony

Internet Uplink LAN Services

@cpygi

TQuadro225

Your locale {location): |US

Timezone:

Choose System Language

Regional Settings and Preferences

GMT/GMT+14 &

Choose GUltheme

© Russian [Russia)

© Plain

© Frangais (France)

@ Dynamo

@ English (US)

Previous | |

Mext | ‘ Cancel | | Help | |

Copyright (C) 2005 Epyai Technelogies, Lid. All rights reserved.

Fig. 11-5: System Configuration Wizard - Regional Settings page

QuadroE1/T1; (SW Version 3.0.x)
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Internet Configuration Wizard

The Internet Configuration Wizard is the helpful tool for the administrator to configure the WAN interface settings and to adjust Quadro’s
connectivity with an external network. The Internet Configuration Wizard MUST be run if it is desired for Quadro to be connected to the
Internet. The Wizard allows navigating through the following basic configuration parameters and settings:

e  Uplink configuration (see below)

For WAN Interface protocol PPPoE: For WAN Interface protocol Ethernet:
e PPP Configuration e WAN IP Configuration
e WAN Interface Configuration ® WAN Interface Configuration
® DNS Settings ® DNS Settings

e |SP Authentication Settings
e PPP Dial Settings

The Switch to Auto Provisioning link moves you to the Automatic Provisioning page where Quadro can be configured by the automatically
provisioning mechanism.

Main  System Users Telephony Internet Uplink LAN Services @ ep VSI
P,

TQuadro225
Internet Configuration Wizard

Getting Started
This wizard guides you through:
= plink Selection

and, based on which WAN Interface Pratocol you select there, through

I. for WAN Interface Protocol "PPPoE™ Il for WAN Interface Protocol "Ethernet”
¢ PPP Configuration AN [P Configuration

\WAN Interface Configuration AN Interface Caonfiguration

*DNS Settings *DNS Settings

*|SP Authentication Settings
*PPP Dial Settings

All the settings of the Internet Configuration Wizard are
described in the chapters below except those for the IP settings, Switch 1o Auto Provisioning
which will be described in this chapter.

. Fi Mext [of | Hell

Please Note: It is strongly recommended to leave the factory o | | GE | |
default settings if their meanings are not fully clear to the

administrating person. Copyright (C) 2005 Epygi Technologies, Ltd. All rights reserved.

Fig. 1I-6: Internet Configuration Wizard - Start page

The Up“nk Co nfiguration page allows to select the Quadro‘s WAN Main ~ System = Users  Telephony Internet Uplink LAN Senvices @epygl
interface connection type and its bandwidth settings. These settings o222
make Quadro available to the external network. Internet Configuration Wizard
Depending on the Uplink Interface Protocol selection, the page
following the Uplink Configuration page is different. Thus if Uplink Configuration
PPPOE is selected, the next page will be PPP Configuration, while
selecting Ethernet will bring up the WAN IP Configuration page. P
The Uplink Configuration page offers the following components: VAN Interfece Bancin:
© PPPE Upstream: Kaitrs] {rrax, 10000 )
The WAN Interface Protocol radio buttons are used to choose o PPPoA I sl s 10300
between Point-to-Point Protocol over Ethernet (PPPoE) and pr——
Ethernet. Selection depends on the requirements of the ISP eme Min Data e R 40T
(Internet Service Provider).
PPPOE - turns on the PPP over Ethernet connection type.
PPPoA - selection is only present when corresponding
interfaces are present on the Quadro and are used to turn on
the PPP over ADSL/G.SHDSL connection type. | __prowovs | ‘ e | ‘ carcel_ | ‘ e | |
Ethernet - turns on the Ethernet connection type. S e e e T S

Fig. 11-7: Internet Configuration Wizard - Uplink Configuration page

The WAN Interface Bandwidth settings allow the specification of the upstream and downstream speeds in kbit/s, helping to assure the quality of IP
calls. An IP call looses the voice quality if there will be no available bandwidth. In case of reaching the borders of bandwidth, another IP call will be
declined.

QuadroE1/T1; (SW Version 3.0.x) 9
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The bandwidth provided by the ISP has to be specified in the text fields Upstream Speed and Downstream Speed. The default entry in both fields
is 10000, the maximum bandwidth of a 10 MB Ethernet. But most providers offer a smaller bandwidth than these 10000 kbit/s.

The bandwidth required by an IP call depends on the codecs used and is listed in the tables below:

Required Bandwidth for Standard Packets:

Packet Size in Needed bandwidth in kbit/s using the Codecs:
(T G.711u/G.711a G.726-16 = G.726-24 | G.726-32 | G.726-40 G.729%
10 105 58 66 73 81 50
20 84 37 45 52 60 29
30 77 30 38 45 53 22
40 73 26 34 42 50 18
50 71 24 32 40 48 16
60 70 23 30 38 46 15

Required Bandwidth for Encrypted Packets (in the case a VPN is used):

Packet Size in Needed bandwidth in kbit/s using the Codecs:
S G.711u/G.711a  G.726-16 G.726-24 G.726-32 G.726-40 G.729a
10 148 08 105 117 123 92
20 105 59 65 74 80 49
30 91 43 52 60 66 35
40 84 37 45 53 61 29
50 80 33 41 48 56 25
60 77 30 37 46 53 22

The Min Data Rate text field requires the amount of upstream bandwidth that ought to remain for data applications even if voice applications use the
entire available upstream bandwidth. The value selected here needs to be smaller than the upstream bandwidth and is measured in kbit/s.

WMain ~ System = Users | Telephony Internet Uplink LAN Services @CPVgi
]

fuadroZ22
Internet Configuration Wizard

PPP / PPtP Settings

PPtF Server: I IE-Cliphoard

Authentication Settings

User name [Quadra_ppp_user

User password: [F=m2

Dial behaviour

© Dial manually

@ Abways connected

If PPPOE is selected as the WAN Interface Protocol then the PPP I Address Assignment
Configuration page is opened next. © Dynamic IP Address
The PPP Configuration page offers the following components: @ FhedIP Acdiess | o address e e i@ [0 [LiF-Giphseid

IP Address Assignment radio buttons are used to configure the IP

: PPPOA specific (ADSL)
address for the Quadro device:

© select |Franc5 Telecom [PPPoA] [ve-encaps](8.35) j
e Dynamic IP Address - switches to the dynamic IP address

&
assignment mechanism. mAE ey e vor [ Encapsulztion [aregeest ]
e Fixed IP Address - switches to the fixed IP address assignment ¥ Keep connection alive

mechanism.

Pravious | ‘ net | | cancel | | Help | |

Fixed IP Address requires entering the user defined IP address for
the QuadrO device on the WAN interface. Copyright (K 2005 Epyai Technolagies, Ltd. All fights raserved

Fig. 11-8: Internet Configuration Wizard — PPP/PPtP Configuration page

QuadroE1/T1; (SW Version 3.0.x) 10
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The WAN IP Configuration page only is displayed if Ethernet has
been selected to be the uplink protocol. It offers the following
Components: TQuadroZ25
Internet Configuration Wizard

Main ~ System  Users Telephony Internet Uplink LAN Services @ ep Vg]
7

The Assign automatically via DHCP radio-button selection switches
to automatic retrieval of the WAN IP address from a DHCP server at
the ISP/uplink.

WAN IP Configuration

IP configuration of the WWAN interface

Please Note: DHCP referred to here is the one running on the

provider's side and not the Quadro’s personal DHCP server. e EUCEE LN

The Assign Manually radio-button switches to the manual @ Assign manually P addess [z e 5 [ Liksiphsai

adjustment of IP settings. This selection requests the following

parameters: Subnet Mask  [258 255 | [255 0 1P-Clinhoard
) . Default i

IP Address requires the IP address for the Quadro WAN interface. Sy -y

Subnet Mask requires the subnet mask for the Quadro device WAN
interface.

Previous | | Mext | ‘ Cancel | | Help | ‘

Default Gateway requires the IP address of the router all packets are
sent to, for example, the router of the provider.

Copyright (5) 2008 Epyai Technologies, Ltd. All rights reserved

Fig. 11-9: Internet Configuration Wizard - WAN IP Configuration page

Main | System  Users Telephony Internet Uplink LAN Services @ ep ng
7

TQuadro225
Internet Configuration Wizard

WAN Interface Configuration

The WAN MAC Address Configuration page may be used to
modify the MAC address of the Quadro. This might be necessary, if

the ISP (Internet Service Provider) requires a certain MAC address, I S G R IELE
for example, for authentication. The page offers the following © This device: | pafa b0 02-25:01
components:

@ User defined: lae_ lﬂ—lm_ lﬁ_lﬂ— I%_

MAC Address Assignment manipulation radio-buttons:
e This Device turns to the default MAC address of the Quadro.

tlaximum Transfer Unit (MTU)

MTU: [1500)3] Bytes

e User Defined requires user defined MAC Address.

MTU drop down list allows to select the maximum packet size on the
Ethernet (in bytes). MTU is used to fragment the packets before
transmitting them to the network. MTU preferred value is dependent
on the Ethernet connection type. The default MTU size is 1500 Bytes ‘ e ‘ C| ‘ S ‘ e ‘
for Ethernet and 1400 Bytes for PPPoE. Copynaht (12005 Epygl Techmolagies, L. All ighte reservea.

Fig. 11-10: Internet Configuration Wizard - WAN MAC Address Configuration page

QuadroE1/T1; (SW Version 3.0.x) 11
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Administrator's Graphical User Interface

Status

The system status window displays non-editable tables providing extensive status information about Quadro: General Information, Network Status,
Lines Status, Memory Status, Hardware Status, SIP Regqistration Status and H323 Reqistration Status. The links on this page lead to device Transfer

Statistics, user mailboxes and supplementary services configuration pages.

The System Status page has several tables providing system information.

General Information

The General
information:

Information page includes the following

e Uptime duration - Period Quadro is on since last
reboot.

e Device Hostname - Quadro device host name.

® Quadro Operating System - Quadro operating system
version.

Main  System

e Application Software -
versions of the Quadro.

Software and file system

e Boot Loader - Quadro boot loader version.

e DSP Software - Quadro DSP software version and the
date of build.

® Preinstalled Languages — field is present only when
multiple languages are preinstalled on the device and

Usors

Teduplucary it 1t Ugalieik

Quadro Status - General Information

osp

L Fack

LAN Servces

@cpysi

Fig. 11-11: Quadro Status - General Information page

indicates the system default languages. (@)
® Language Pack - field is present only when custom
language pack is uploaded and indicates its version.
Network Status
The Network Status page includes the following
information about Interfaces: R

Interface Name lists the Network interfaces available on

the Quadro (LAN and WAN). Quadro Status -

IP Address lists the IP addresses corresponding to each
network interface.

etk St

Subnet Mask lists the subnet masks corresponding to
each network interface.

Properties lists either the MAC address corresponding to
each network interface on the Quadro.

Monitor includes links to survey LAN and WAN traffic
correspondingly.

® Received Bytes e Transmitted Bytes

e Received Packets e Transmitted Packets

e Received Errors e Transmitted Errors

® Received Drop Errors e Transmitted Drop

. Errors
® Received Overrun

Errors

&

Transmitted Carrier
Errors

Toleplvony et nat Updink LAN Sendces

Network Status

WtoaTaces

Mtarface namsa | (P addesss

Hatus

Tianslon Statistics

et Mask | Propartis Monnes

(Hew |

e Received MultiCast

Packets e Transmitted Collisions

Fig. 11-12: Quadro Status Network Status page

When opening the corresponding interface statistics window, no traffic values are displayed at first. Then every one minute, traffic statistics will be

updated. The tables serve as a kind of counter.

DNS Server, Alternative DNS Server and Default Gateway - displays the Quadro settings corresponding to what has been configured with the

System Configuration Wizard.

Services (NTP Server and Client, DHCP Server and Client, DNS, Firewall, NAT, PPP) statuses: stopped or running.

Transfer Statistics - link to the Transfer Statistics page.

QuadroE1/T1; (SW Version 3.0.x)
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Main System Users Telephony Internet Uplink LAN Services QePVUI
/70
TOuadroZ25
Transfer Statistics
Time range of statistic table 7 Days =
L " . L Interface: LaN -
The Transfer Statistics page allows a user-defined statistic )
table depending on the transmitireceive value (criteria), NS UCERETES
interface type and time period. It contains the following BlReceived Bytes B Transmitted Bytes
components: ¥ Received Packets ¥ Transmitted Packets
. L. L F Receive Errors M Transmit Errors
Time Range of statistic table - the drop down list includes the )
. ) s . [ Receive Drop Errors ¥ Transmit Crop Errors
period(in days) statistics data is to be collected and the
Corresponding diagram charts are to be built. [0 Receive Frame Errors [ Transmit Collisions
X F Received Multicast Packets B Transmit Carrier Errors
Interface - the drop-down list offer the values: T W el
e WAN - Wide Area Network (WAN) events only
Copyright (C) 2004 Epygi Technolagies, Ltd. All rights reserved.
® -
LAN - Local Area Network (LAN) events only Fig. Il-13: Transfer Statistics page
The area Receive Values:
i . Man  System  Users Tataphonmy Wt et Uik LAM Serdces @L'l}\"_"i
® Receive Bytes - number of received bytes et
e Receive Packets - number of received Ethernet packets Eatrst in FRE

. . o Transfer Statistics of the WAN Interface
e Receive Errors - number of received packets containing
errors Current System Time: Mon May 31 11:41:39 2004

i 5 Time range; last week - relative display
e Receive Drop Errors - number of received packets that
have been discarded

e Receive Overrun Errors - number of received overrun
errors that occur when the receive buffer is not large

enough to hold all incoming packets. This error mostly
appears because of a slow receiving system. 304
® Receive MultiCast Packets - number of received o | |

broadcast packets
The area Transmit Values:

e Transmit Bytes - number of transmitted bytes

e Transmit Packets - number of transmitted Ethernet
packets

e Transmit Errors - number of transmitted packets
containing errors

e Transmit Drop Errors - number of transmitted packets
that have been discarded

e Transmit Carrier Errors - number of transmit carrier
errors that occur because of a defective or lost
connection on the Ethernet link

e Transmit Collisions - number of transfer errors that pest] o]

occurred during a simultaneous packet transmission from
both sides

Fig. I1-14: Transfer Statistics Diagram Chart

To show the Transfer Statistics Diagram Charts, select the desired criteria and click Save to generate the corresponding chart.

QuadroE1/T1; (SW Version 3.0.x) 13



QuadroE1/T1 Manual Il: Administrator's Guide

Administrator's Graphical User Interface

Lines Status

The page Quadro Status - Lines Status shows the current status of the extension and E1/T1 trunk. Since only one line information is displayed at a
time, the Phonel and E1/T1 Trunk buttons serve to navigate through the lines information.

The Lines Status table displayed for Phonel lines includes a group of
static and dynamic parameters. Static parameters are displayed
always, while dynamic parameters only appear whenever an event
takes place on the extension.

Static Parameters:

Extension - the extension number of the selected telephone line
Display Name — the corresponding name

Phone State - On hook or off hook

Number of Active Calls — that are currently present on the phone.

Dynamic Parameters:
Call State — the current state of the extension (in call, waiting,
busy, call out, ring in etc.)
Caller Party — this parameter appears whenever a call is received
and indicates the caller extension, the IP address or a phone
number depending on the call type
Called Party — this parameter appears whenever a call is placed
and indicates the destination extension, the IP address or a phone
number depending on the call type
Call Type — shows whether the call is Internal or External and
whether itis a PSTN, PBX or IP Call

Call Start Time — call start date and time
Call Duration — current call duration

RX Codec shows the codec used to encrypt the incoming packets.
TX Codec shows the codec used to encrypt the outgoing packets.
If RX and TX codecs are the same, one Codec field will be
displayed instead.

Ml Systen  Users  Tebsploay  ileimet Uplink

Quadro Status - Lines Status

LAN Sardces

@ cpysi

[Hetn |

Fig. I1-15: Line Status — Line Status page upon established call

QuadroE1/T1; (SW Version 3.0.x)
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Main  System  Telephone Users Telephomy Intednat Uplink Sacurity LAN Senices ( il’-
Quadro Status - Lines Status
1 EUT1 Trunk 0
L.I.nps S‘;tat.u.s .TS RIC ACT | State Caller Party ICaIIedPalty Call duration
The Line Status for E1/T1 Trunk displays the list of available timeslots
(in E1 mode, 30 active timeslots both for CAS and CCS signaling
types; in T1 mode, 24 timeslots for CAS signaling and 23 timeslots for
CSS signaling type) and their settings (Route Incoming Call to,
Allowed Call Type and Timeslot State). When Timeslot is in the call,
information about call direction (incoming or outgoing), Caller Party,
Called Party and Call Duration is displayed.
E1/T1 Channel Usage Statistics link refers to the page where traffic
statistic table for E1/T1 channel can be composed. It contains the
following components:
Time Range of statistic table - the drop down list includes the
periods (days) for that statistics data is to be collected and for that
a diagram chart is to be built.
Incoming Calls — indicates incoming E1/T1 call statistics in the TS
output chart. RIC
ACT
Outgoing Calls - indicates outgoing E1/T1 call statistics in the I
output chart. o
R.1DM
Maximum Active Calls — indicates E1/T1 active calls with
maximal duration.
Back Halp.
To show the E1/T1 Channel Usage Statistics select the desired PAGARCEN2008 Bavol Tashtatogiat, L. A dght samre
criteria and click Show to build the corresponding chart (looks like

. o . Fig. I1-16: Line Status — Line Status page for E1/T1 trunk
Transmit Statistics Diagram, see Network Status).

Hardware Status

Main  system  Users Telaplomy It tvet Uplink: LA Servces

Quadro Status - Hardware Status

Uplink Extension Card [ [ 1/71 1 mode, CAS signalling (Iink s up, synchromzation ak)
LAM Ethernet 100100
WAN Ethernet
FXs Line

The Hardware Status table displays a list of the hardware
devices present and currently available on the Quadro board. The
hardware device version number and additional comments about
its state are indicated here.

Help

Fig. 11-17: Hardware Status page

QuadroE1/T1; (SW Version 3.0.x) 15
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SIP Registration Status
The SIP registration Status is a table displaying the SIP registration

status of the Quadro extensions. The table contains a list of all the -

registered extensions of Quadro, information about SIP registration LI SR | BSEE | EG | LIEIIE | (L LR=hiEEs Cpysi

states for them, addresses of SIP servers where they are registered (if Host Mame: SOHOGW1S3

S0), registration date and time, as well as SIP registration names. By Refresh in 883 seconds!

clicking on the row heading, the table will be sorted by the selected Quadro Status - SIP Registration Status

column. Upon sorting (ascending or descending), arrows will be

displayed next to the column heading. General Informetion Extension | Reg. Name | Server Registered | Registration Time
Metwiork Status

The links inside the table link you to the User Management — Edit Entry Lines Staus o« L EE e ARl

page where the extension’s SIP registration settings may be altered. Hardusre Siaus £ 219311 J<ip-epyaioc [ Yes H1Mzy2004 114755
SIP Registration Status

The Detected Connection Type field displays the connection type 323 Registation Stalus

Quadro currently is acting in (direct connection or behind NAT). If

Quadro is acting behind NAT, the NAT machine IP address is also

displayed. Copyriaht () 005 Epygi Technologies, Lid Al ight reserves

Fig. 11-18: SIP Registration Status page

H323 Registration Status

The SIP registration Status is a table displaying the H.323 registration
status of the Quadro extensions. The table contains a list of all the
registered extensions of Quadro, information about H.323 registration
states for them, addresses of H.323 gatekeepers where they are
registered (if so), registration date and time, as well as H.323

registration names. By clicking on the row heading, the table will be Mab  Sydtem  Users  Telephey  Weenel Ut LANSenices @epysi
sorted by the selected column. Upon sorting (ascending or descending), o ;
arrows will be displayed next to the column heading. Quadro Status - H323 Reglstration Status "

Extauskon | Bes Mosns Besistsred | Beatstuation D

The links inside the table link you to the User Management — Edit Entry
page where the extension’s H.323 registration settings may be altered.

The Detected Connection Type field displays the connection type
Quadro currently is acting in (direct connection or behind NAT). If
Quadro is acting behind NAT, the NAT machine IP address is also
displayed.

[Rack [Hein]

Fig. 11-19: H.323 Registration Status page

IP Routing Configuration

Routing is used to relay information across the Internet from a source to a destination. Along the way, at least one intermediate node is typically
encountered. Routing is often confused with bridging, which may seem to accomplish precisely the same thing to the casual observer.

Quadro’s IP Routing service allows to route IP packets from one destination to another (or to a specified router) through Quadro.
The IP Routing Configuration page is used to make IP Static and IP Policy routes for IP packets routing and has two tables.

IP Static Routes are used to forward IP packets from the
Network, where the Quadro is connected, to the specified
destination.

The IP Static Routes table displays all established IP static
routes with their parameters: Target State for the state of the
route (enabled or disabled), Actual State for the state of the route
connection (up, down or erroneous), Route To for the subnet

where the incoming packets should be routed and Via IP Address o S _thwe  Tehehow . Iwndlibhr LiSeck ©@-cpyai
for the router IP address incoming packets should be routed ok
through. IP Static Routes

Add opens the Add IP Static Route page where a new static
route can be established.

R o Wia P Addiess

Enable/Disable are used to activate/deactivate selected route(s). I
At least one route should be selected in order to use these a)

functions, otherwise the error message appears: “No record(s) ) 1)
selected.” e .

Fig. 11-20: IP Static Routing table
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The page Add IP Static Route offers the following components:

Route To requires the IP address and subnet mask of the
destination the IP packet ought to be forwarded to.

Via IP address requires the IP address of the subsequent router
for IP packet forwarding to the specified destination.

Attention: The rule with the longest subnet (smallest IP range)
will take effect when having two or more IP Static routing rules
with the coinciding subnets.

IP Policy Routes allow IP packets forwarding to the specified
router depending on the source IP address as well as defining the
priority for the current routing rule.

The IP Policy Routes table displays all specified IP policy routes
with their parameters: Target State for the state of the route
(enabled or disabled), Actual State for the state of the route
connection (up, down or erroneous), Priority for the route priority,
Route From for the subnet, routed packets come from and Via IP
Address for the router IP address incoming packets should be
routed through.

Add opens the page Add IP Policy Route to establish a new
policy route.

Enable and Disable are used to activate or to deactivate the
selected route(s).

Raise and Lower Priority are used to increase or to decrease the
priority of the selected policy route(s) by one. At least one route
should be selected to use these functions, otherwise the error
message appears: “No record(s) selected.”

The page Add IP Policy Route offers the following input options:

Priority requires a numeric value (from 1 to 252) to define the
priority of the routing rule. The lower the number, the sooner the
routing rule will take effect (higher priority).

From requires the packet source IP address and subnet mask of
the specified destination to match with the rule.

Via IP address requires the IP address of the subsequent router
for IP packet forwarding.

Main = System Users Telephony Internet Uplink LAN Services @ o]
epygi
R TQuadra225
Add IP Static Route
Route to s 2 pr kb /4 IP-Clip
Via P Address: [io [0 ] |E IP-Clip
Save | Back | Help
Copyright (C) 2004 Epyai Technologiss, Ltd. All ights reserved
Fig. 11-21: Add IP Static Routing page
Main  System  Users  Tebephony tsareet Uplink LAN Senvicos (c L,P\.,,!‘
b
IP Policy Routes
7 1P Policy Rewne:
Coable Dinadd Prion iy Prioity Add [l Delels Sebect all finvesss Ssluction
et e Actiad State Prla ity Route fsen Wi IP Al ess
[maex] [ein]
Fig. 11-22: IP Policy Routing table
Main = System Users Telephony Internet Uplink LAN Services @epv ()i
1o
R TQuadro225
Add IP Policy Route
Pricrity 15
From 192 75 10 186 /32 ml
VialP Address: |10 20 45 174 1P-Clip
Save | Back | Help
Copyright (C) 2004 Epwgi Technalogies, Ltd. All rights resened

Fig. 11-23: Add IP Policy Route page

The Enable and Disable functional buttons are used to activate or to deactivate the selected route(s). At least one route should be selected to use
these functions, otherwise the error message appears: “No record(s) selected.”

To Add an IP Static Route

agrwbE

To Add an IP Policy Route

Specify the policy routing rule priority in the Priority text field.

ou,rwnE

Select the IP Static Routes link on the Routing Configuration page.

Press the Add button on the IP Static Routes page. The Add Entry page will appear in the browser window.

Enter the destination IP address and subnet mask in the Route To text fields. Use the IP-Clip button to select a previously entered IP address.
Enter the router IP address into the Via IP Address text fields.

Press the Save button to make the static route with these settings.

Select the IP Policy Routes link on the Routing Configuration page.
Press the Add button on the IP Policy Routes page. The Add Entry page will appear in the browser window.

Enter the packet source IP address and subnet mask in the From text fields. Use the IP-Clip button to select a previously entered IP address.
Enter the router IP address into the Via IP Address To text fields.
Press the Save button to make the policy route with these settings.

QuadroE1/T1; (SW Version 3.0.x)
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Configuration Management

The Configuration Management assists the administrator to manage the system configuration settings and voice data, i.e., to backup and
download the settings to the PC and then to upload and restore them back to the Quadro. Additionally this page gives a possibility to restore the
factory default configuration settings.

The Backup & Download all Config & voice data link Main =~ System = Users Telephony Internet Uplink LAN Services @epvg-[
generates a backup file with all configuration settings and !
user uploaded greeting messages and opens a file chooser
window for immediate download to the user PC.

TQuadro225
Configuration Management

Attention: Configuration and voice data cannot be backed Backup & Download all config & voice data

up if the size of voice data is too large. In this case, to be Upload & Restore all config & voice data

able to backup configuration and voice data on the Quadro, Use default

please remove some user defined system messages (by

restoring the default ones, see chapter Administrators Login Back Help
at Feature Codes), or remove some extensions from the

User Management table. Copyright (C) 2005 Epygl Technalogies, Ld. All rights reservad.

Fig. -24. Configuration Management page

The Upload & Restore all config & voice data link opens a page with the Browse button, (which opens a file chooser to select a backed-up file)
and a Configuration to Upload field requiring the file path to upload and to restore it immediately. Pressing Save will restore the selected backup
file, and delete all current user defined greetings and replace configuration settings.

The Use Default functional button resets all configuration settings and restores the board’s factory default configuration. By restoring the default
configuration you will replace your current one and reboot the device. You will not be automatically redirected to the GUI start page. After the
successful reboot you will need to enter into the management and login again to access the Quadro’s configuration. A warning message will ask you
to confirm your selection before restoring the default configuration.

Please Note: Unlike the factory default settings restore procedure initialized from the Reset button on the Quadro board, this link will keep the
following data:

® Call Statistics

® Transfer Statistics
e System Events

® Feature Keys

® Device Registration state
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Update Configuration

The Update Configuration allows to automatically or interactively update Quadro’s configuration, as well as to download a legible and editable
configuration file, make necessary changes and upload it back to the system. This particularly allows to use parts of the configuration of one Quadro
on another Quadro with some changes done prior to uploading the new configuration. Service is mainly used by Quadro reseller, distributor, ISP or
carrier.

Attention: It is strongly recommended to consult with technical
support center before making changes on this page. Incorrect

settings here may corrupt current configuration. Page consists of

the foIIowing components: Main ~System  Users  Telephony Internet Uplink LAN Services @evaI
Server and Server Port text fields require IP address or Host TQuagm225
name and the port number of the server configuration will be Update Configuration

downloaded from.

L . Info: Feedback will be given via the event systermn
Update Method drop down list indicates the connection type

) . =1 : [
used to download the configuration (ftp, tftp, http or https). FEr i Spyaicam
Senver Port 5060
Enable Version Check checkbox selection enabled version Update Method: | R TSR

verification before configuration is being downloaded.
Update Interval Selection

Attention: Disabling Enable Version Check checkbox may © Checkipaats 4t bool e
cause incompatibility problems on the device.

© Check/Update manual

Update Interval Selection manipulation radio-button group is ® CheckUpdate imeidate scheduled | 5 Time based FoE
used to select the frequency of configuration check/update
performed on the Quadro: W Weekday based  [Friday B
e Check/Update at boot time — with this option, new e b o
available configuration will be checked/updated each time @ Check only for update
after Quadro boots. © Check and update immediately
e Check/Update manually — with this option, configuration © Check and update immediately without any feedback

CheCklupload will be performed onIy by manual selection. Check now for new update Download current configuration in a legible format

e Check/Update time/date scheduled — with this option new Update now Upload a legible configuration file
available configuration will be checked/updated periodically Update now without feedback
dependent on the selected time and/or weekday. This e | Bk | ™

selection enables Time Based and Weekday Based

checkboxes. Selecting one or both of them allows to define Copiah (Y2005 Sy Teohnalegie, Lt Al ighe resered

the time and the weekday, when configuration check/update
will be automatically performed. Fig. II-25: Upload Configuration page

Update Policy Selection manipulation radio-button group is used to select the operation performed on the selected:

e Check only for update — with this option, system will only perform checking of the availability of new suitable configuration and will log
corresponding event in the Events table (depending on configuration in Events Settings).

e Check and update immediately - with this option, system will check the availability and correspondingly update the new configuration and will
log corresponding event in the Events table (depending on configuration in Events Settings).

e Check and update immediately without any feedback - with this option, system will check the availability and correspondingly update the
new configuration but will not log any events on this.

Check now for new update functional button performs manual checking of the availability of new suitable configuration and logs corresponding
event in the Events table (depending on configuration in Events Settings).

Update now functional button performs manual checking and update of the availability new configuration and logs corresponding event in the Events
table (depending on configuration in Events Settings).

Update now without feedback functional button performs manual checking and update of the availability new configuration and does not log any
events on this.

Download current configuration in a legible format link refers to the Configuration Summary page where necessary configuration part or a
complete configuration can be defined and downloaded or viewed.

QuadroE1/T1; (SW Version 3.0.x)
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Configuration Summary page is used to define the necessary
configuration part and to download it to PC or to view it directly in
the browser.

In the text field on this page configuration part need to be
downloaded should be specified. Pressing Start generate a
legible configuration file will start parsing the configuration
structure of the device. Progress will be seen in the area below.

Cancel generation process button appears immediately
configuration generation procedure starts and is used to stop it.

Download generated configuration button becomes available
once legible configuration generation is over and is used to
download the generated file to the PC in the plain text format.
Necessary changed can be done in the downloaded
configuration file and then uploaded back to the system.

M Sysem  Ddeis el

Configuration Summary

ving global legible configueation:

I
ayawizard invokes sysintro
aynwicard imvokes local
syswizard invokes dhop
syswizard invokes cegional
ayawizard invokes emecgency
sysvizacd

Process finished!

Bl et Ui

ing thzough the adsinistrator CORLIQUEATION...

LAN Services

@y

Downluad generatog | Vi gengraled cnbguration | TTCe e 0n ErOCegE | mestart penorationd |
Batk | Help l

Fig. 11-26. Configuration Summary page

Attention: Make sure the changes you have done in the downloaded legible configuration file are valid and will not corrupt the system when being

uploaded back to device.

View generated configuration button becomes available once legible configuration generation is over and is used to view the generated file directly
in the browser.Upload a legible configuration file link refers to the page where configuration file can be uploaded in text format. Browse button in
the opened page is used to browse the certain legible configuration file to be uploaded and updated to the system. Configuration files to be uploaded
should be in the *.txt format, otherwise system error occurs. Configuration file upload progress will be displayed in the area below.

Events

The Events page shows two tables and displays all system events that have occurred in one table and event settings in the other.

The System Events page may be accessed with Events link
from the main menu. It lists information about system events that
have occurred on Quadro. When a new event takes place, a
record is added to the System Event table and a warning
“Please check your pending events!” appears at the bottom of all
management pages.

The system events and the warning message are visible only for
the administrator. The warning link, (which leads directly to the
System Events page) will disappear from the management
pages if the administrator has marked all new events as read.

Main  System Users Telephony

Quadrod4x Management

Active Calls

Internet Uplink LAN Services

@cpysi
TQuadre226

Befrech in 562 seconds!

Call Start Time Call Duration

Calling Phone Called Phone

0B-May-2005 14:55:20 [ 2 min 18 sec

"Dika" <20255@sip.epygi loc= 11

06-May-2005 14:57:29 | 8 sec

"Fortest" <2227 21@sip.epygilocs |12

Internet connection status: static [P

Please check your pending events!
Capyright (£) 2005 Epygi Technologies, Ltd. All rights reserved.

Users rely lagged in
- admin £rom 192 165.0.26, sxpires

18:17

Fig. 11-27: Event Warning on the Main Menu page
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Main  System Users Telephony Internet Uplink LAN Services .
@cpysi
TRuad225
System Events
System Events Ewvent Seliings
Current System Time: Mon May 31 14:06:48 2004
Delete Mark all as read Disable LED Selectall Inverse Selection
Status | Timestamp | Application Name Description Reference
Could not Register user
hlon kay 31 28321 on server sip- Sk
0 | MNew 13:.42.49 SP registration | ps2 epygi loc:5080. Reason. | Registration
2004 Can't send SIP REGISTER Status
message
lon kay 31 time changed by -0.382 secs
| Mew 131641 SNTP fime set 1o 2004 May 31 13:16:41.020 | Time / Date
2004 +-0.061+0.047
tlon kay 31 time changed by -1.278 secs
| Mew 121632 SNTP fime set 10 2004 May 31 1216:32.018 | Time / Date
2004 +- 0.060+0.023
tlon kay 31 T System time could not be set
| Mew 112226 SNTP failure Reason: totally spurious NTP | Time / Date
2004 packet rejected
tlon kay 31 Succesfully registered user ==
| Mew 10:46:09 SIP registration | 28321 an server sip- Bedistration
2004 ps2 epygl loc: 5060 Status
Could not Register user
Mlon kay 21 28321 on server sip- se
0 | MNew 10:44 54 SP registration | ps2 epygi loc:5080. Reason. | Registration
2004 Can'tsend SIP REGISTER Status
message
Could not Unregister user
lon kay 31 28321 on server Sk
| Mew 10:44: 54 SIP registration | sip.epyoi loc 5060, Reason: | Redistration
2004 Can't send SIP REGISTER Status
message
Successful port(s), 5060,
5000, 6002, 6004, 5006,
6008, 6010, 6012, 6014,
8016, 6018, 6020, 6022,
6024, 6026, 6028, 6030,
6032, 6024, 6036, 6038,
ol %938”28’31 - port 8040, 5042, 6044, 5046, View STUN
2004 detection [ 8048, 6050, 6052, 5054, seftings
6056, 6058, 6060, 6062,
6064, 6066, 6068, 6070,
8072, 6074, 6076, 6078,
6080, 6082, 6084, 6086,
5088, 6090, 6092, 5094,
60968, 6098
Mlon kay 21 .
. Yiew STUMN
| MNew ;80240 49 STUN nat type Port Restricted Cone NAT <eftinas
H H Mlon kay 21 — IP address 172.30.93 2 given | Basic
The System Events table is the list of new and read system o lnew 104710 |DHcPSERVER %l;tsr;buted T el ST
events. The table shows the Status of the event (new or read) 2004 00-50ba b 87 71 viaethd | Wizard
as well as the name of the application the event refers to, event Mon Waw 21
S . L E1T1 Link
description, and the date when the event was received. For O [New |101640  |E1T7 status Link is Down T
example, if the event has occurred due to incorrect mail sending el
or SIP registration, corresponding links will be seen in the =l %@qgﬂg“ JRp— oot the de\flie”ha? ?Te%ﬂ .
Reference column of the table. There the administrator can view S | s I - =
the detailed log for the event that has occurred. Mon May 31 Succstly regietered vear | SB
The System Events page offers the following components: O [ Mew [ 10:16:30 SIP registration | 28300 on server Registration
2004 sip.epygi loc 5060 Status
Current System Time displays the local date and time on Mon May 31 Succesfully registered user | SI2
Yy play 0 | MNew 10:16:30 SP registration | 28321 on server Registration
Quadro. 2004 sip.epygi loc 5060 Status
Mark all as read marks newly occurred events as read. Mon May 31 Mew IP address assigned to | Basic
0 | MNew 10:16:05 DHCPCLIENT  [gotlease | WARN interface anﬁguranon
Disable LED switches off the LED flashing (if any do flash) on 2004 (192168 75 93) Wizard
the board. A LED natification may appear (depending on the Back Help_|
notification type given) in the page Events settings whenever a
new event occurs. Copyright () 2005 Epygi Technologies, Ltd. All rights resenved.

Fig. 11-28: System Events list
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Main System Users Telephony Internet Uplink LAN Services @epygi
~ TOuadro225
Event Settings
System Events Event Settings
Edit Selectall Inverse Selection
Application Name Description Action
default . Display
O | SYSTEM Corfiguration Default configuration has been created e
O |FPPP linke ciowin PPP has lost the link Do nathing
O |FPPP link up PPP has established a connection Do nathing
O |PPP %L:‘tnl?ent\catlon password or user is wrong Flash LED
. . Display
O [ MAIL send failure could not send a mail e
O | SHTR time set SNTP daemon correctad the system time Send mail
© |shre connect failure SNTF daemon could not reach the time Send mail
SEMVEr
0| IDs intrusion alert possible intrusion detected Send mail
the device has been successfully started after | Display
L[t [ELETT reboot notification
the rollback mechanism restored the old
3 | SYSTEM rollback Systern confiquration Flash LED
. Display
O |PPP general failure The PPP daemon got an error et
Display
O | SYSTEM ush A USB device has been (un)plugged e
Display
3 | SYSTEM ush flash USE Flash device event i Tt
0 | DHCRFSERVER |error DHCP Server Event Send mail
[0 |DHCPSERVER | distributed lease | DHCP Server Event Send mail
Numerous circumstances may cause a certain application on [ | DHCPCLIENT | error DHCF Client Event Send mail
Quadro to flag an event. I |DHCPCLENT | got lsase DHCP Client Evert Send mail
The page Event Settings lists all possible events on the Quadro [ | SYSTEM dynans DynDMS Event Flash LED
and allows controlling the way of notification (action), if one of o |sP registration SIP Registration Event Flash LED
those events takes place. = | ven nneltee One of the IPSec- VPN connections went Display
. . . down notification
Each entry in the events’ table has its checkbox assigned to the e o =N -

- A - emote Side o an eC- et down, ISplay
row. By selecting the corresponding checkboxes, operations 0 | VPN el restarted | et ining o recommect notification
such as Edit may be done for one or more events. -

0| VPN tunnel started AnlPSec Tunnel is successfully started no‘;;fjicaax{mon
Edit opens the Edit Event Settings page to modify the event
. . Display
action. 0 [ STUN port detection STUM port detection notification
Do Nothing - Nothing will happen when the event occurs. = e . TN AT e detect Display
. . . e . . . nat type e detection =
Display Notification - A notification link will be displayed on i i notification
the bottom of all pages and a record is added into the Events sy ip rauting Could net acd p role Display
table. The notification is executed as the link “Please Check fionficanon
yOl_‘I pen_dmg evem_:S! that Ieads_ to the page System Ev_ents. O | FIREWALL general failure Firewall Problem Report nDo‘:ﬁlcaa&:twon
This action also will take place if Flash LED or Send Mail has
been selected, even if not selected explicitly. o | svsTEM a%?cfvhaégg Executing escalaton command Eﬁ;aglgm
Flash LED - The second LED (yellow) will be blinking once a
second and a notification will be displayed on the bottom of all @ |ISCN Sl DR IR T CE piesiICED
pages. For some events the LED will start flashing after a [ | 1SDN encoding ISDN BRI encoding check event Flash LED
delay- X . . . i O | SYSTEM update Automatic Software Update Flash LED
Send Mail - An e-mail with a notification about the new event — =
. . . . . ac| L]
and an event description in the mail body will be sent to the e- R [
mall addl’eSS Specified in the Ma|| Set“n s page. Copyright (C) 2004 Epygi Technologies, Ltd. All rights resenved

Fig. 11-29: Event Configuration Settings page

Actions that are not allowed for the selected event (like mail notification if the PPP link is down or the mail server has been misconfigured) are
hidden. For multiple events editing, actions that do not fit at least to one of the selected events will be hidden.

If Quadro cannot get an IP address from the DHCP or PPP servers, or cannot register an extension on the SIP or Routing servers, or cannot reach
an NTP server, it raises only one event for the entire period the action has failed, but continues to try. When the required action is successful,,
Quadro raises an appropriate message.
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The page Edit Event Settings offers the following input - ; B .
ain ~ System Users Telephor Internet Uplink LAN Services

options: e : @epygl
. . . . ) TCluadro225

Appl_lcauc_)n displays the_ application the event refers to. Edit Event Settings

Multiple is shown here, if more than one event has been

selected for the action assignment. Application SYSTEM

Name displays the name of the event. Multiple is shown here, I e

if more than one event has been selected for the action D e e PRI GRS LT T et

assignment. Gctions © Do nothing

Description displays additional information about the event. @ Display netification

Multiple is shown here, if more than one event has been © Flash LED

selected for the action assignment. o Sond mal

Action offers radio buttons to choose one of the actions to swe | mak | Help

notify the Quadro administrator whenever the selected event(s)

takes place. Copyright (£) 2005 Epyai Technologies, Ltd. All ights reserved

Fig. 11-30: Edit Event Settings page

To Assign an Action to the Event

1. Select the checkbox of one or more events to assign an action to them.

2. Press the Edit button. The Edit Event Settings page appears.

3. Select an action type from the Action radio buttons to notify the administrator about the event in the desired way.
4.  Press the Save button to submit the changes or use Back to abort the selected action.
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Time/Date Settings

The Time and Date Settings provide information about the current system time and date. The settings may be updated through the international
time and date servers.

Time is used to set the local time (hour, minute).
Date is used to set the date (month, day, year).

Timezone provides a selection of world time zones and is used
to select the local country time zone. Timezones are specified
by GMT (Greenwich Mean Time) and by specific timezones for

the United States and Canada. Main  System  Users Telephony Internet Uplink LAN Services @ep}’gl
Enable Simple Network Time Protocol Server enables the Time / Date Settings Tvadin
SNTP (Simple Network Time Protocol) server on Quadro, thus

Quadro becomes the timeserver for its LAN. Time. [FH . [FH

Enable Simple Network Time Protocol Client enables the Date: [3u & [ [20045

SNTP client on the Quadro, thus Quadro becomes a client to an
external timeserver. The checkbox disables Date and Time drop
down lists and enables the following parameters:

[ Enable Simple MNetwork Time Protocol Server
[ Enable Simple Network Time Protocol Client

Add Edit Delete Move up Move down

The SNTP Servers table lists all defined NTP Servers. SNTP Server
Add functional button opens an Add NTP Server page where a [ | delta.epygi loc
new NTP server can be defined. This page offers the NTP O | ntp.epygi com
Server radio buttons that are used to choose between a manual T e
and a predefined NTP server.
Folling interval: IE_;I hour(s)
Manual requires the NTP server's FQDN (Full Qualified
Domain Name) or its IP address. N EE EE
Predefined is used to select the NTP server's host e - . .
address from the drop down list, where the most common Fig. 1I-31: Time and Date Settings page
NTP servers are listed.
The Move Up and the Move Down functional buttons are used Main | System  Users  Telephany  Internet Uplink LAN Services @epwi
to sort NTP servers in the order they need to be accessed. If the e,
3 o R TQuadro225
NTP server on the first position in the SNTP §erver_s table does Add SNTP Server
not answer, NTP server on the next position will try to be
reached. MTP server
Please Note: Add another NTP server to the list if you feel & manual: [Fperygicom
defined NTP servers are not functional, i.e., the Quadro's
date/time is not being updated automatically. © predefined. | [Fp2 kenses nel (Ransas, US) I
Polling Interval indicates the time interval for the periodical Save |  Back Help
synchronization between timeserver and Quadro. It counts in
hours. Copyright (€1 2004 Epyai Technelogiss, Ltd. Al rights reserved

Fig. 11-32: Add NTP Server page

Attention: Time and Date Settings will be reset if Quadro has lost power.
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Mail Settings

The System Mail Settings page gives a possibility to send warnings automatically about the board status or problems to the administrator. System
events that require email notification are selected on the Events page. Besides, system mail has to be enabled and the SMTP server needs to be

configured for voice message transmission to the extension user’s mailing account.

Enable enables the system mail sending possibility and voice
messages transmission to the extension user’s mailbox.

SMTP Host requires the SMTP host IP address or domain
name. The SMTP host needs to be configured to enable voice
message transmission.

Mail Sender Address requires the source address for the
Quadro notification emails. The email address defined here
should be an existing valid email address registered on the
selected SMTP server or should have permission to use that
particular SMTP server for emails transmission.

Mail Recipient Address requires an active email address. The
e-mail recipient here can be a Quadro administrator or someone
responsible for network and system problems.

Enable SMTP Authentication has to be selected if the
specified SMTP server requires an authentication. In this case,
authentication User Name and Password configured on the
SMTP server should be defined in the corresponding text fields.

Send Test Mail is used to initiate a test e-mail transmission.
This button will be enabled if correct values have been
submitted and saved on this page.

To configure the System Mail

Update or set the SMTP host in the SMTP Host text field.

Enable SMTP Authentication if it is required of the server.

Press the Save button to submit these settings.

ONoOGOA~WONE

Main System Users Telephony Internet Uplink LAN Services

@cpysi

TQuadre226

System Mail Settings

M Enable
SMTP Host

[192.168.0.156

Mail Sender Address |quadm@epyg\.cum

Mail Recipient Address IJohn smith@yahoo.com

[ Enable SMTP Authentication

User Mame |quadr07user225

User Password: [r===

Send test mall

Save | Back

Help

Copyright (£ 2004 Epyai Technologies, Lid. All rights rasemed

Fig. 11-33: System Mail Settings page

Enable the system mail sending by the Enable checkbox selection.

Update or set the e-mail sender address in the Mail Sender Address text field.
Update or set the e-mail address in the Mail Recipient Address text field.

Insert into the corresponding text fields an authentication User Name and a User Password defined by your SMTP server.

Use the Send Test Mail button to send a test e-mail with the configured settings.
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Firmware Update

This window allows to update the software of Quadro by installing new firmware called image. Users registered at Epygi will receive a notice when
new firmware is available and will be able to download it from the Epygi Technical Support WEB page.

Updating a new firmware requires a perfectly working power supply. Therefore Quadro is provided with a battery (accumulator). If the battery is low
or simply absent the “There is no battery or voltage is low” warning is displayed

Please Note: Installing new firmware will take about 15 minutes.
During this time, the QuadroCS, telephony and Internet access
will be disabled.

The firmware update will cause the loss of the following data:

® DHCP leases
e Transfer statistics
e Call statistics
e All pending events

® User specific GUI states Mo Symem Users  Tolephony st Upls LANSaekces @cpysi
iQ

e All custom (user recorded) voice messages

. . . . Fi dat
The following main processes will be stopped during the e

firmware update and will be restarted afterwards:

e Voice Software
e Network Time Protocol Daemon
e Network Interface Statistic Daemon

Please Note: If you consider the Call Statistics entries in the
displayed tables to be important, it is recommended to download
them from the corresponding page prior to starting the Firmware
Update.

[Net] [Eack] [ Helo |

Next will move you to the second page of Firmware Update

. . Fig. 1-34: Firmware Update page 1
where the image file should be selected. 9 peate pag

Main System Users Telephony Internet Uplink LAN Services QEPVgI
J

TQuadro225

Firmware update

Warning: Make sure the Firmware Update process is not disrupted until it is completed!
A power down while upgrading may cause serious damage!

The update process takes about 15 minutes. Normal operation will be stopped during that time
The second page of Firmware update has the Browse button

) 3 N ) Progress: uploading.. [ - |
used to browse the image file, and the Specify Image text field
that will display the selected image filename. Speciyimage, [RaregF adimages\ReleaseBuld erson3Cvr2-4-24Gy | Browse
Pressing Save will start uploading the image file to the board. _sae | _telo|
The next page will be displayed, showing the result of a
Vel’lflcatlon Of the Image belng burned Copyright (C) 2004 Epyai Technologies, Ltd. All rights rezerwed.
Fig. 11-35: Firmware Update page 2
Main  System  Users Telephony Internet Uplink LAN Services 1
@-cpysi

TQuadro225

Firmware update
This page displays non-editable information about the image

validity. The Image Check will display invalid if the image does Image check alid

not correspond to the hardware version. e Bz

The fields Current Software Version and New Software Mews software version 2.4.24

Version show the old software version and the version of the

new image- Do you really want to proceed 7

This page needs a confirmation to continue image updating. If Yes | _Back | _tels |

you are sure that the image version is appropriate for your
device press Save.

Copyright (C) 2004 Epygi Technologiss, Ltd. All rights raserved

Fig. 11-36: Firmware Check page
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Networking Tools

The Networking Tools provide the possibility to check the Internet connection.

Ping sends four ICMP (Internet Control Message Protocol) requests with a default size of 64 bytes to the destination (IP address or host hame)
specified in the text field Ping Target. The response times are logged, and the round trip time (the time required from being sent until being received
again) is measured. The results are displayed in the lower area of the page: The minimum and maximum round trip time and its average, the

percentage of lost and of received frames.

Traceroute checks the Internet connection by triggering the routers (hops) that are passed to reach the destination specified in the text field
Traceroute Target. Trace routing gives feedback on the routers passed by packets on the way toward the destination and the round trip delay of

packets to these routers.

Attention: No Traceroute is possible if a high priority
Firewall has been enabled (see chapter Firewall and NAT).

For the purpose of tracerouting, several IP packets are sent
out. UDP (User Datagram Protocol) is used to send packets
and ICMP (Internet Control Message Protocol) is used to
receive information about the routers. In their headers, the

TTL (Time To Live) value increases from 1 to 30. When the
first IP frame is received by the first router, its IP address will
be returned in its acknowledgement

The second frame delivers the IP address of the second
router and so on and so forth. The results of Traceroute are
displayed on the lower area of the page.

Ping Target requires the destination (IP address or host
name) for the ICMP request.

The Ping button starts pinging the specified ping target.

Traceroute Target is used to enter the IP address or host
name of the destination to be trace routed.

The Traceroute button is used to process the router
triggering to check the Internet connection.

In the field below the output of the Ping or Traceroute
procedure is shown.

Main System Users Telephony Imternet Uplink LAN Services
Networking Tocls
Ping Target. 192.168.0.26 Ping
Traceroute Target |sip.epygi.com Traceroute
Back

Traceroute to sip epygi com

@-cpysi

TQuadrZ25

Help

traceroute to sip.epygi.com (65.93.123.244),
1 router.epygi.loc (192.168.75.5) 2.964 ms 2.753 ms 2.675 ms

satellite.epygi.loe (172.25.4.1) 3.524 ms 3.202 ms 3.51 ms

172.25.179.2 (172.25.179.2) 556.052 ms 543.704 ms 580.566 ms
# 7 172.25.178.1 [172.25.178.1) 936.706 m=

gate.epygi.de (10.20.0.1) 0963.578 ms ©17.532 ms  607.835 ms

c025e.geri-0.elena.karl.toplink-plan.net (212.126.192.37)
leliec.bbo4.franca.fra3.toplink-plan.net (213.218.30.17)

ffm-s2-rou-1071.de.eurorings.net (134.222.105.177)
de—cix.fra.above.net (80.81.192.226)
=0-0-0-0.cr2.fral.de.mfnx.net (208.164.102.142)
posil-O.mpr2.lhrl.uk.shove.net (64.125.29.149)

E O W0 dm w0

=

Copyright (C) 2004 Epyai Technologies, Ltd All rights resanad

30 hops max, 40 byte packets

Z063.25 ms 3358.Z6 ms 903.5Z1 ms
911.112 ms B565.278 ms 504.018 ms
2703.38 ms T S75.451 ms
844.4 ms 923.94 ms 583.735 ms
2287.62 ms B25.968 ms 823.825 ws
759.737 ms  1283.97 ms  1119.46 ns =l

To Check the Internet connection

Specify destination address for the ICMP request in the Ping
Press the Ping button to process the ICMP request.

Specify the destination address to trace the route.

Press the Traceroute button to process the router triggering.

PwbhpE

Target text field.

Fig. 11-37: Networking Tools page
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Diagnostics

The System Diagnostic page gives a possibility to run Network
and WAN protocol diagnostics, to verify Quadro's connectivity and
to download all system logs for possible problems recovery.

The Start Detecting WAN Protocol button is used to initiate WAN
diagnostics that will detect the WAN IP configuration: static or
through DHCP and PPP servers. For static WAN IP configuration,
gateway availability is checked. When acting as a client, DHCP
and PPP servers' accessibilities are being verified.

The Start Network Diagnostics button is used to initiate network
diagnostics, i.e., to check the WAN link and IP configuration, to
verify gateway, DNS primary and secondary (if configured) servers'
accessibilities.

The Start E1/T1 Diagnostics button is used to initiate E1/T1 Link
Diagnostic and Diagnostic Loopback. With these tests E1/T1
physical link is checked, Frame Synchronization and Red Alarm
states are verified. For successful Link Diagnostic, remote side
should have Line_loopback or Payload_loopback settings
configured or a loopback terminator should be plugged to the
Quadro's E1/T1 port. Diagnostic Loopback will be initiated if Link Wi Sy Uiee CTephay || aniiviek | LSt @-epygi
Diagnostic is failed or E1/T1 link is down. vy

System Diagnostics
The field below will display the diagnostics results and the
connectivity conditions. The system should be reconfigured if
problems occur during the diagnostics.

[ Exan dutecting v Pretoces ] Hebeoot s Diice |

Start Htwork Diagnoatics [ BedENT Caagnaatics |

Drwrieand wystem dogs

The Download system logs button is used to download all logs to
the local PC as a *.tar archive file. These logs can then be used by
the Epygi Technical Support Office to determine the problem that
had occurred on your Quadro.

The Reboot this Device button is used to reboot the Quadro. #
Please note that the session with the Quadro will be closed, i.e.,
the Quadro GUI should be newly opened and a new login will be
required afterward.

Fig. 11-38: System Diagnostic page

Automatic Provisioning

Automatic Provisioning gives a possibility to automatically
configure the WAN network settings of Quadro. This is very useful,
when the administrator is not actually aware about the Quadro’s
network settings. Automatic Provisioning automatically detects

the matching network configuration settings and by applying them
on the Quadro, it connects the device to the internet through the i Systern | sars” | Teisprony” || ikervet Upira | LN Services @ep\’gi
available ISP connection. ‘
TQuadroZ2s
Please Note: Automatic Provisioning can be run only from the Automatic Provisioning
LAN side of the Quadro, i.e. from the PC connected to the
Quadro’s LAN.
Automatic Provisioning automatically detects and configures the Start AutoProvisioning
fOIIOWing Settings on the QUadrO: ?i addr:ss a: ms:aging PC is: D0:60:ba:ddibz:lz =
elcome to sutomstic provisicning.
e WAN interface type (PPP0E or Ethernet) Checking physical link of WA interface
Checking for physical link : UAN link ok
e WAN IP settings Warning! The system will reconfigure itself. The current internet connection Setup parameters will
e lost. Do you really want to continue? Answer: Yes
® PPP settings inornarang servare vatchig
stopping DHCP and PPP
) |SP settings Checking low level interface configuration
® DHCP settings &
e DNS settings e e
e NAT Traversal Settings Copyiight (2) 2004 Epygi Teshinelogies, Lid. All rights reserved

Fig. 11-39: Auto Provisioning page
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Features

This page lists all features, that may be activated by a software
key, characterized by a Feature Description and provided with its
Status:

e No Key Found - the feature is currently not available

e Reboot Needed - the feature key has been entered and
Quadro has to be rebooted

e Activated - the feature is available
Following features may be activated via the software key:

e Debug - enabled Telnet connection towards the Quadro
for debugging purposes.

e H.323 Support - enables H.323 IP protocol support on the
QuadroGW.

A page with the text field Feature Key is opened. Enter the key
and press Save. The status of the selected feature entry will
change to Reboot needed. Reboot the Quadro and the feature will
get the status Activated.

To get a Feature Key register the Quadro device and send a
corresponding request to Epygi's Technical Support. This request
must include the Unique ID that is displayed in the Features page
above the features list.

Upload Language Pack

Upload Language Pack page allows to upload a custom language
for GUI and Voice Messages of the Quadro. The language of voice
messages can be switched to the custom Language Pack
language from GUI setting page at the System Configuration
Wizard. The language of GUI session can be changed to the
custom Language Pack language from the radio buttons on the
login page.

Uploading a Language Pack will cause the loss of the following
data:

e All internally stored voice mail
® DHCP leases

e Call statistics

e Pending events

e Transfer statistics

Please Note: Only one custom Language Pack can be uploaded
at the time. Uploading a Language Pack will remove the existing
one (if existing) and will reboot the Quadro.

Main  Sywtem  Uueis  Telephuay et Updink LAN Servces @"l)\ ai
ra
Features
LIS | g ot Laus
........
(Back Halp |
Fig. 11-40: Features page
Main  System Users Telephony Internet Uplink LAN Services @ o 1
Cpys!
TCuadro226
Features

Feature Key [TJSYBbmzawoMSUMPOxr20UyDgKi+hibsQ==

save | Back

Copyright () 2005 Epygi Teshnologies, Ltd. Al rights reserved

Help

Fig. I1-41: Features Add page

Main  System Users Telephony

Upload Language Pack

Installing or remaoving a language pack will cause.

* A reboot.

* A new language pack replaces the existing one
* | osing all internally stored voice mails

#Losing DHCP leases

#| osing call statistics

* | osing pending events

L osing the transfer statistics

Current language pack:

Internet Uplink

Russian

LAN Services @epyg]

TQuadre225

Language pack file to upload:

Remave current language pack

Save | Back |

Copyright (012005 Epyai Technologies, Ltd. All ights reserved.

|\\sentemanguagesuapaneﬁe hin

Browse...
Help

Fig. 11-42: Upload Language Pack page

Current Language Pack field displays a read only information about the custom language pack uploaded. When no custom language pack is

uploaded, field indicates “unknown”.

Below, there is a Language Pack File to Upload text field which displays the selected image filename. Browse button is used to browse the custom

language pack to be uploaded.

Remove Current Language Pack link is seen only when custom language pack is uploaded and is used to remove it from the system.

Pressing Save will start uploading the custom language pack to the board. The next page will be displayed, showing the result of a verification of the
language pack being uploaded and asks for confirmation to overwrite the existing custom language pack (if any).

After final confirmation, system will upload the selected custom Language Pack and will reboot.

QuadroE1/T1; (SW Version 3.0.x)
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Users Menu

Mai Systons [RRN]  Tebepory  WdenetUpld LA Ssndces «:"|]""’\i Users e &:l'[)\'\;i
Vs b ¥! Tussez ¥

QuadroE1/T1 Management

F Fig. 1I-44: Telephone Users Menu in Plain Theme

Fig. 11-43: Telephone Users Menu in Dynamo Theme

User Management
The User Management is used to create user extensions and auto attendants on the Quadro. From this page, by clicking on the user extension,
administrator can get the extension settings pages.

Two types of user extensions can be created on the Quadro: active and inactive extensions. Active extensions are those that are attached to a line,
can place and receive calls and use available telephony services. Inactive extensions are those that are not attached to the line, they can use some
available telephony services but cannot place and receive calls.

QuadroE1/T1 has one available line and only one active extension can be configured.

Attendant extensions are dedicated to the IVR system on the Quadro, which is used by the callers to reach Quadro’s users, use remote access and
call relay services. It is possible to create Auto Attendants with the custom scenarios. By default, Quadro has one Auto Attendant extension (00)
which is undeletable.

The Extensions table is a list of all extensions and their parameters.

Main  System Users Telephony Internet Uplink LAN Services @ ep ygi
quadrola4
User Management

Add Edit Delete Selectall lwerse Selection

E i Display Name | Attached Line | SIP Address H323 Address Call Relay Codecs

00 Attendant 79523200 sip.epyyi.com:5060 00 PCMU. ...
0 |zz GW-Attendant TT@sip.epygi.com:5060 TT@h323.epygi.com: 1719 PCMU. ...
a1 G Lsert Line 1 79523211, Proxy:sip epyal.com:S060 | 11 @okepygicom: 1719 Yes MWARMNING password is emply) | PCML
O | 56 GW Uiser2 Mone SB@sin.epyai.com:a060 SE@ok.epyglloc1719 Yes WWARMING password s empty) | G726-32, .
O |57 G Ugerd kane A7 @sip.epygiloc 060 S@5441 @okepygiloc1719 | Mo GY2E-32, ..

Copyright (C) 2005 Epygi Technologies, Lid. All rights resenred.

Fig. 11-45: Users Management page
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The following columns are present in the table:

e Extension - lists the 2-digit user or attendant extensions on the Quadro. This number is used for internal PBX calls.
e Display Name - indicates an optional display name to identify the caller.

e Attached Line - indicates the FXS or IP line corresponding extension is attached to. “R” is displayed in this column when SIP Remote
Extension (see below) functionality is enabled on the extension.

e SIP Address - displays the SIP address of the corresponding extension. Column displays the full SIP address, (i.e.,
username@sipserver:port) when the Registration on SIP Server checkbox is selected. Else, if registration is disabled, the SIP address will
be displayed in the following format: “username, Proxy: sipserver:port”. If no SIP registration server or SIP server port is defined,
corresponding information will be skipped in this column. If no username is defined, the extension number will be displayed instead.

e H323 Address - displays the H.323 address of the corresponding extension. Column displays the full H.323 address, (i.e.,
username@h323gatekeeper:port) when the Registration on Gatekeeper checkbox is selected. Else, if registration is disabled, the
Gatekeeper address will be displayed in the following format: “username, Proxy: h323gatekeeper:port”. If no Gatekeeper Registration
Address or Gatekeeper Registration Port is defined, corresponding information will be skipped in this column. If no username is defined, the
extension number will be displayed instead.

e Call Relay - indicates whether or not Call Relay option is enabled on the extension.

e Codecs — column lists the short information (full information is seen in the tool tip) about extension specific voice Codecs. Extension
codec’s can be accessed and modified by clicking on the link of the corresponding extension’s Codecs. The link leads to the Extension
Codecs page.

Add opens the Add Entry page where the type and the
number of new extension should be defined. Page consists of
the following components:

Extension text field is used to enter a new extension number.
The extension number is a two-digit number. If non-digit Wain System = Users  Telephony Internet Uplink LAN Services @ep\,gi
symbols have been entered, the error “Incorrect Extension: no !
symbol characters allowed” occurs. If the extension length is
shorter than 2 digits, the error “Incorrect Extensions length” will

TCuadro225

User Management - Add Entry

prevent the creation of the extension. If an extension with the :
. . Extension |77
same number already exists in the User Management table,
the error “Extension already exists” will appear. Twpe User Extension 1|
Please Note: Extension number cannot start with digits 0, 8 or swe | Back | e |
9.

Copyright (C) 2005 Epygi Teshnolagies, Ltd. All rights reserved

Type drop down list is used to select the type of the extension
(user or attendant) to be created.

Fig. I1-46: User Management - Add Entry page

Edit opens the Edit Entry page where a newly created user or
attendant extension settings might be adjusted. To operate with
Edit, one or more record(s) have to be selected, otherwise an e D @-cpygi
error will occur: “No records selected”. R

User Management - Edit Entry
The Edit Entry page for user extensions is divided into
following areas and requires the data necessary to configure a
user extension.

1. Extension Settings
This group requires personal extension information and has the rement o fammee
following components: s L } O

Extension field indicates non editable information about SiP Racs
extension number. Regisvatan Usar

Display Name is an optional parameter used to recognize the
caller. Usually the display name appears on the called party's S
phone display whenever a call is performed or a voice mail is " X e
sent. The field is not limited regarding symbol usage and length. e

Password requires a password for the new extension. i

The extension password may only contain digits. If non-numeric arei TR
symbols are entered an “Incorrect Password: no symbol
characters allowed” error will prevent making the extension.

Confirm Password requires a password confirmation. If the

input is not corresponding to the one in the Extension tisapa Rt e (e

Password field, the error will appear: “Incorrect Password ek A

confirm”.

Attached Line lists all free lines to where an extension may be (Emw] (mas] (fee)
attached.

Fig. 11-47: User Management - Edit Entry page
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